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Abstract

In this paper, we study certifying the robustness of ReLU neural networks against adver-
sarial input perturbations. To diminish the relaxation error suffered by the popular linear
programming (LP) and semidefinite programming (SDP) certification methods, we take a
branch-and-bound approach to propose partitioning the input uncertainty set and solving
the relaxations on each part separately. We show that this approach reduces relaxation
error, and that the error is eliminated entirely upon performing an LP relaxation with a
partition intelligently designed to exploit the nature of the ReLU activations. To scale
this approach to large networks, we consider using a coarser partition whereby the num-
ber of parts in the partition is reduced. We prove that computing such a coarse partition
that directly minimizes the LP relaxation error is NP-hard. By instead minimizing the
worst-case LP relaxation error, we develop a closed-form branching scheme in the single-
hidden layer case. We extend the analysis to the SDP, where the feasible set geometry is
exploited to design a branching scheme that minimizes the worst-case SDP relaxation er-
ror. Experiments on MNIST, CIFAR-10, and Wisconsin breast cancer diagnosis classifiers
demonstrate significant increases in the percentages of test samples certified. By indepen-
dently increasing the input size and the number of layers, we empirically illustrate under
which regimes the branched LP and branched SDP are best applied. Finally, we extend
our LP branching method into a multi-layer branching heuristic, which attains compa-
rable performance to prior state-of-the-art heuristics on large-scale, deep neural network
certification benchmarks.

Keywords: ReLU neural networks, robustness certification, adversarial attacks, convex
optimization, branch-and-bound

1. Introduction

It is evident that the data used in real-world engineering systems has uncertainty. This
uncertainty takes many forms, including corruptions, random measurement noise, and ad-
versarial attacks (Franceschi et al., 2018; Balunovic et al., 2019; Jin et al., 2020). Recently,
researchers have shown that the performance of neural networks can be highly sensitive to
these uncertainties in the input data (Szegedy et al., 2014; Fawzi et al., 2016; Su et al.,
2019). Clearly, safety-critical systems, such as autonomous vehicles (Bojarski et al., 2016;
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Wu et al., 2017) and the power grid (Kong et al., 2017; Muralitharan et al., 2018; Pan et al.,
2019), must be robust against fluctuations and uncertainty in the inputs to their decision-
making algorithms. This fact has motivated a massive influx of research studying methods
to certify the robustness of neural networks against uncertainty in their input data (Wong
and Kolter, 2018; Raghunathan et al., 2018; Xiang and Johnson, 2018; Weng et al., 2018;
Zhang et al., 2018; Royo et al., 2019; Fazlyab et al., 2020; Anderson et al., 2020; Anderson
and Sojoudi, 2022; Ma and Sojoudi, 2020; Jin et al., 2021).

The two primary settings taken in the robustness certification literature consider either
random input uncertainty or adversarial uncertainty. In the former, the neural network
input is assumed to be random and follow a known probability distribution. For instance,
the works Weng et al. (2019); Anderson and Sojoudi (2022) derive high-probability guaran-
tees that this randomness causes no misclassification or unsafe output. In the adversarial
setting, the input is assumed to be unknown but contained in a prescribed input uncer-
tainty set. The goal here is to certify that all possible inputs from the uncertainty set are
mapped to outputs that the network operator deems as safe (Wong and Kolter, 2018; Royo
et al., 2019). In this paper, we take the latter, worst-case perspective. We remark that
this approach is more generally applicable than the techniques for random inputs. Indeed,
certifying that a network is robust against adversarial inputs immediately also certifies it is
robust against random inputs distributed over the same uncertainty set; if the worst-case
input cannot cause a failure, then neither will randomly selected ones.

The problem of adversarial robustness certification amounts to proving that all possible
outputs in the output set, i.e., the image of the input uncertainty set under the mapping of
the network, are contained in the safe set. However, this output set is generally nonconvex,
even when the input set is convex. Consequently, the certification decision problem has
been shown to be NP-complete, and the optimization-based formulation for solving it is an
NP-hard, nonconvex optimization problem (Katz et al., 2017; Weng et al., 2018). To make
the problem more tractable, researchers have proposed various ways to over-approximate
the nonconvex output set with a convex one. Performing the certification over the convex
surrogate reduces the problem to an easy-to-solve convex relaxation, and if the relaxation
issues a robustness certificate for the outer approximation, it also issues a certificate for the
true set of outputs. Such convex relaxation-based certification algorithms are sound, but
generally incomplete; the network may be robust even if the algorithm is unable to verify
it. Thus, a line of works has been developed in order to increase the percentage of test
inputs that convex relaxation-based methods are able to certify (Wong and Kolter, 2018;
Raghunathan et al., 2018; Fazlyab et al., 2020; Tjandraatmadja et al., 2020; Miiller et al.,
2022b; Batten et al., 2021; Wang et al., 2021).

Perhaps the simplest and most popular outer approximation technique is based on a
linear programming (LP) relaxation of the ReLU activation function (Ehlers, 2017; Wong
and Kolter, 2018). However, this method has been shown to yield relatively loose outer
approximations, making it possible for the approximating set to contain unsafe outputs,
even if the true output set is entirely safe. If this occurs, the convex relaxation fails to issue
a certificate of robustness, despite the fact the network is indeed robust. A semidefinite
programming (SDP) relaxation was proposed in Raghunathan et al. (2018) and shown to
yield tighter outer approximations when compared to the LP method. Other methods, such
as the quadratically-constrained semidefinite program (Fazlyab et al., 2020), use sophisti-
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cated relaxations to tighten the approximation, but these SDP-based methods inevitably
gain accuracy at the expense of enlarging the computational cost, and are still susceptible
to relaxation error. The work Tjandraatmadja et al. (2020) introduces a joint ReLU LP
relaxation that is tighter than the per-neuron approach, but may require an exponential
number of linear inequalities and is weaker overall in comparison to the per-neuron relax-
ation when embedded into a branch-and-bound scheme (Wang et al., 2021). We follow the
certification literature’s emphasis on ReLLU networks and focus our attention in this paper
on such models, which, aside from their certifiable structure, are extremely popular for
their non-vanishing gradient property and their quick training times (Xiang and Johnson,
2018). We remark that branch-and-bound methods that are derived for ReLU models may
still be applied to models with non-ReLU activations, either by restricting the branching
scheme to neurons with ReLLU activations, or by naively applying the branching scheme to
the non-ReLLU neurons as if they had ReLU activations.

1.1 Branch-and-Bound Certification

As eluded to above, instead of resorting to exorbitantly costly relaxation techniques to
lower the approximation error, e.g., using heuristic variants of Lasserre’s hierarchy (Chen
et al., 2020), state-of-the-art convex relaxation-based verifiers have turned to branch-and-
bound methods, where the nonconvex optimization domain is recursively partitioned and
outer-approximated by smaller convex sets. In fact, the verifier that won the 2021, 2022,
and 2023 VNN certification competitions is «, S~-CROWN (Bak et al., 2021; Miiller et al.,
2022a; Brix et al., 2023; Wang et al., 2021), which is a branch-and-bound method that
uses linear programming relaxations in the bounding steps. a, S-CROWN uses a-CROWN
to generate linear upper and lower bounds on the neural network output, together with
the heuristic per-neuron branching methods BaBSR (Bunel et al., 2020) and filtered smart
branching (FSB) (De Palma et al., 2021).

The success of a, B-CROWN is interesting, since the BaBSR and FSB branching strate-
gies are designed in the context of Ehler’s per-neuron “triangle” convex relaxations (Ehlers,
2017), which is a different and, when activation bounds are adequately chosen, tighter
bounding approach than a-CROWN’s linear bounding of the output, albeit computation-
ally more expensive. FSB remains the state-of-the-art branching heuristic, outperforming
BaBSR (Wang et al., 2021; De Palma et al., 2021), which in turn beat a state-of-the-art
mixed-integer approach and all prior ReLU neuron splitting methods: Reluplex, Planet,
and Neurify (Bunel et al., 2020; Katz et al., 2017; Ehlers, 2017; Wang et al., 2018). FSB
works by assigning scores to each neuron that are computed by quickly estimating the
improvement in the optimization objective upon splitting that neuron. In this paper, we
propose two branch-and-bound certification methods, one utilizing the triangle relaxation
of Ehlers (2017) as a bounding method and the other utilizing the SDP relaxation of Raghu-
nathan et al. (2018), and for these bounding methods we derive novel branching schemes
that minimize the worst-case relaxation error.

It is worth briefly mentioning here that branch-and-bound certification techniques can
make use of parallel computing when solving independent subproblems arising from the
feasible set partitioning (Lu and Kumar, 2020; Wu et al., 2020; Xu et al., 2021). This
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improves the scalability and efficiency of neural network certification. Our proposed branch-
and-bound methods are naturally able to leverage such parallelizations.

1.2 Contributions

In this paper, we fully exploit the piecewise linear structure of ReLU networks in order to
tighten convex relaxations for robustness certification. A condensed summary of our main
contributions is as follows:

1. For the LP relaxation, we show that a methodically designed finite partition of the
input set allows one to attain zero relaxation error. We then use the structure of this
motivating partition to derive a closed-form branching scheme that minimizes worst-
case relaxation error for single-hidden layer networks. This novel branching scheme
makes theoretically principled strides towards optimal LP branching. We show how
to extend our branching scheme into a multi-layer branching heuristic, applicable to
deep neural networks.

2. We prove that computing the branching neuron that minimizes the actual LP relax-
ation error is NP-hard, in turn theoretically justifying our approach of minimizing the
worst-case relaxation error.

3. For the SDP relaxation, we develop a geometrically interpretable measure for how
far the solution is from being rank-1. We then show in the single-hidden layer case
that, when branching along a given coordinate, this rank-1 gap is minimized by a
uniform grid. Finally, we derive the branching coordinate that minimizes the worst-
case relaxation error.

4. We embed our branching schemes into a branch-and-bound framework, and empiri-
cally validate the effectiveness of our approaches on the MNIST, CIFAR-10, and Wis-
consin breast cancer diagnosis benchmarks. We experimentally show on these datasets
that our LP branching scheme outperforms the state-of-the-art filtered smart branch-
ing, the branching heuristic used in a, 5~-CROWN to win the 2021, 2022, and 2023
VNN certification competitions. Our SDP branching scheme is found to yield even
higher certified percentages. We also run experiments on large-scale deep neural net-
work certification problems involving multiple layers with complex structures, and we
find that our method yields performance comparable to that of these state-of-the-art
methods. Overall, our experiments suggest that our theoretically principled single-
hidden layer methods outperform the current methods on moderately-sized problems,
and our heuristic extensions to deep networks achieve comparable performance on
large-scale problems.

This paper is a major extension of the conference paper Anderson et al. (2020). Notably,
the NP-hardness result, all of the SDP results, and all of the experiments of this paper
(the second, third, and fourth major contributions listed above) are new additions. The
contributions of this paper culminate into two theoretically principled branching-based con-
vex relaxations for ReLLU robustness certification. Our experiments demonstrate that the
proposed approaches are effective and efficient, and from these results we develop general
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guidance for which network size and structure regimes the LP, branched LP, SDP, and
branched SDP are best applied.

1.3 Outline

This paper is organized as follows. Section 2 introduces the ReLLU robustness certification
problem as well as its basic LP and SDP relaxations. In Section 3, we study the effect
of partitioning the input uncertainty set for the LP relaxation. After developing formal
guarantees for its effectiveness, we develop a branching strategy that optimally reduces the
worst-case relaxation error for networks with a single hidden layer. We then extend our
theoretically principled LP branching scheme to a multi-layer branching heuristic. Similarly,
in Section 4 we study the partitioned SDP relaxation, bound its error, and propose a
coordinate-wise branching scheme to minimize the bound. Section 6 demonstrates the
developed methods on numerical examples and studies the effectiveness of branching on the
LP and SDP as the network grows in width and depth. Finally, we conclude in Section 7.

1.4 Notations

For the reader’s convenience, we list our commonly used symbols in Table 1, some of which
will be more rigorously defined in the following sections.

For an index set Z C {1,2,...,n}, the symbol 17 is used to denote the n-vector with
(1z); =1fori e T and (17); =0 for i € 7¢ = {1,2,...,n} \ Z. For a function f: R" — R™
and the point x € R", we denote the i*" element of the m-vector f(x) by fi(x). For
a matrix X € R™*" we use two indices to denote an element of X and one index to
denote a column of X, unless otherwise stated. In particular, the (7,j) element and the
ith column of X are denoted by X;; and X; respectively, or, when necessary for clarity, by
(X)sj and (X); respectively. Furthermore, for a function f: R — R, we define f(X) to be
an m x n matrix whose (i,7) element is equal to f(X;;) for all i € {1,2,...,m} and all
jeA{1,2,...,n}. If Z is a square n X n matrix, we use the notation diag(Z) to mean the
n-vector (Z11, Zo2, ..., Znn) and tr(Z) to mean the trace of Z. When Z € S", we write
Z = 0 to mean that Z is positive semidefinite.

We use I to denote the indicator function, i.e., I(4) = 1 if event A holds and I(A4) = 0 if
event A does not hold. For a set T C R, we respectively denote its infimum and supremum
by inf 7 and sup 7. For a function f: R” — R and a set X C R", we write inf,cx f(x) to
mean inf{f(z) : x € X} and similarly for suprema. Finally, we assume that all infima and
suprema throughout the paper are attained.
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2. Problem Statement
2.1 Description of the Network and Uncertainty

In this paper, we consider a pre-trained K-layer ReLU neural network defined by

0]

zl =z,

s =1l k1) 4 plk-1),

2M = ReLU(2H),

2= glK),

(1)

for all k € {1,2,..., K}. Here, the neural network input is z € R™ the output is z € R"=,
and the k™ layer’s preactivation is 281 € R™. The parameters Wk ¢ Rm+1xm and
blFl € R™+1 are the weight matrix and bias vector applied to the k" layer’s activation
zlFl ¢ R respectively. Without loss of generality,! we assume that the bias terms are
accounted for in the activations z!¥!, thereby setting b¥! = 0 for all layers k. We remark
that, since we make no assumptions on the linear transformations defined by W*!, our work
also applies to networks with linear convolutional layers. We let the function f: R™ — R™=
denote the map = — z defined by (1). In the case that f is a classification network, the
output dimension n, equals the number of classes. The problem at hand is to certify the
robustness in the neural network output z when the input x is subject to uncertainty.

To model the input uncertainty, we assume that the network inputs are unknown but
contained in a compact set X C R"», called the input uncertainty set. We assume that
the set X is a convex polytope, so that the condition z € X can be written as a finite
number of affine inequalities and equalities. In the adversarial robustness literature, the
input uncertainty set is commonly modeled as X = {x € R"™ : ||z — Z||oc < €}, where
Z € R™ is a nominal input to the network and ¢ > 0 is an uncertainty radius (Wong
and Kolter, 2018; Raghunathan et al., 2018). We remark that our generalized polytopic
model for X includes this common case. The primary theme of this paper revolves around
partitioning the input uncertainty set in order to strengthen convex robustness certification
methods. Let us briefly recall the definition of a partition.

Definition 1 (Partition) The collection {XU) C X : j € {1,2,...,p}} is said to be a
partition of the input uncertainty set X if X = U?ZIXU) and XD N xX®) =0 for all j # k.
The set X9 is called the 4" input part.

We generally use the terminology branching to refer to partitioning with two parts,
which is typically applied in a recursive fashion.

Now, in order to describe the robustness of the network (1), we need a notion of permis-
sible outputs. For this, we consider a safe set, denoted & C R™=. If an output z € R"* is an
element of S, we say that z is safe. It is common in the robustness certification literature

1. Note that Wz 4+ b = [W b} ﬂ =: Wz, so the bias term b can be eliminated by appending a fixed

value of 1 at the end of the activation z. This parameterization can be used throughout this paper by
using matching lower and upper activation bounds of 1 in the last coordinate of each layer.



TOWARDS OPTIMAL BRANCHING FOR NEURAL NETWORK ROBUSTNESS CERTIFICATION

Table 1: List of commonly used symbols.

Symbol  Meaning

R™ Set of n-vectors with real elements

S Set of n x n matrices with real elements
e; it? standard basis vector of R™

1, n-vector of all ones

X <Y  The array X is element-wise less than or equal to the array Y
X ©®©Y  Element-wise (Hadamard) product between arrays X and Y
X oY  Element-wise (Hadamard) division of array X by array YV

|S| Cardinality of the set S
|- I« Dual norm of the norm || - ||
dj.(X)  Diameter of X C R" with respect to norm || - |[; djj.||(X) = sup, yex ||z — 2|

Neural network
ReLU Rectified linear unit; ReLU(-) = max{0, -}

T, 2 Neural network input and output, respectively

z[¥ 2K Neural network activations and preactivations at layer k, respectively

Wikl Neural network weights at layer k

k] y[F Neural network preactivation lower and upper bounds at layer k, respectively
X Neural network input uncertainty set

f(x) Neural network output uncertainty set given the input uncertainty set X
o(X) Optimal value of certification problem over the input uncertainty set X

to consider (possibly unbounded) polyhedral safe sets. We take this same perspective, and
assume that S is defined by
S={z€eR":Cz <d},

where C' € R"s*™= and d € R"S are given. Note that, again, our model naturally includes
the classification setting. In particular, suppose that i* € argmax;cgy o .y fi(Z) is the

true class of the nominal input Z. Then, define the i row of C' € R™*"= to be

and d to be the zero vector. Then it is immediately clear that an input = (which can be
thought of as a perturbed version of z) is safe if and only if f;j(x) < fi«(z) for all i, i.e., the
network classifies = into class *. From this classification perspective, the safe set represents
the set of outputs without any misclassification (with respect to the nominal input z). From
here on, we consider f, X', and S in their general forms—we do not restrict ourselves to the
classification setting.

2.2 The Robustness Certification Problem

The fundamental goal of the robustness certification problem is to prove that all inputs in
the input uncertainty set map to safe outputs, i.e., that f(z) € S for all x € X. If this
certificate holds, the network is said to be certifiably robust, which of course is a property
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that holds with respect to a particular input uncertainty set. The robustness condition can
also be written as f(X) C S, or equivalently

sup (cjf(m) - di> <Oforallie{l,2,...,ns},
TEX

where C;-r is the i row of C. Under this formulation, the certification procedure amounts
to solving ns optimization problems. The methods we develop in this paper can be applied
to each of these optimizations individually, and therefore in the sequel we focus on a single
optimization problem by assuming that ns = 1, namely sup,cy c' f (x). We also assume
without loss of generality that d = 0. If d were nonzero, one may absorb d into the cost
vector ¢ and modify the network model by appending a fixed value of 1 at the end of the
output vector f(z). Under these formulations, we write the robustness certification problem
as

M (X) = sup{cTz iz = f(z), x € X}, (2)

and recall that we seek to certify that ¢*(X) < 0.

Since the function f is in general nonconvex, the nonlinear equality constraint z = f(z)
makes the optimization (2) a nonconvex problem and the set f(X) a nonconvex set. Fur-
thermore, since the intermediate activations and preactivations of the network generally
have a large dimension in practice, the problem (2) is typically a high-dimensional problem.
Therefore, computing an exact robustness certificate, as formulated in (2), is computa-
tionally intractable. Instead of directly maximizing ¢’z over the nonconvex output set
f(X), one can overcome these hurdles by optimizing over a convex outer approximation
f (X) 2 f(X). Indeed, this new problem is a convex relaxation of the original problem,
so it is generally easier and more efficient to solve. If the convex outer approximation is
shown to be safe, i.e., f(X) C S, then the true nonconvex set f(X) is also known to be
safe, implying that the robustness of the network is certified. Figure 1 illustrates this idea.

Figure 1: The set f (X) is a convex outer approximation of the nonconvex set f(X). If the
outer approximation is safe, i.e., f(X) C S, then so is f(X).

A fundamental drawback to the convex relaxation approach to robustness certification
is as follows: if the outer approximation f(X) is too loose, then it may intersect with the
unsafe region of the output space, meaning f(X) ¢ S, even in the case where the true output
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set is safe. In this scenario, the convex relaxation fails to issue a certificate of robustness,
since the optimal value to the convex relaxation is positive, which incorrectly suggests the
presence of unsafe network inputs within X. This situation is illustrated in Figure 2.

safe

f(X)

unsafe

Figure 2: This scenario shows that if the convex outer approximation f (X) is too large,
meaning the relaxation is too loose, then the convex approach fails to issue a
certificate of robustness.

The fundamental goal of this paper is to develop convex relaxation methods for robust-
ness certification such that the outer approximation tightly fits f(X), in effect granting
strong certificates while maintaining the computational and theoretical advantages of con-
vex optimization. We focus on two popular types of convex relaxations, namely, LP (Wong
and Kolter, 2018) and SDP (Raghunathan et al., 2018) relaxations. It has been shown
that the SDP relaxation for ReLU networks is tighter than the LP relaxation, with the
tradeoff of being computationally more demanding. Our general approach for both the LP
and the SDP relaxations is based on partitioning the input uncertainty set and solving a
convex relaxation on each input part separately. Throughout our theoretical development
and experiments, we will show that this approach presents a valid, efficient, and effective
way to tighten the relaxations of both LP and SDP certifications, and we derive principled
branching strategies for both methods that minimize upper bounds on the relaxation errors.
We now turn to mathematically formulating these relaxations.

2.3 LP Relaxation of the Network Constraints

We now introduce the LP relaxation. First, we remark that since X is bounded, the
preactivations at each layer are bounded as well. That is, for every k € {1,2,..., K}, there
exist preactivation bounds ¥, ul¥l € R™ gsuch that K < 2] < ¥l where 2% is the
k™ layer’s preactivation in (1), for all 2 € X. We assume without loss of generality that
1 < 0 < ulb for all k, since, if I}/ ]
be replaced by 0 < z“z[k}, and similarly for the case where ugk] < 0. Although there exist
various methods in the literature for efficiently approximating these preactivation bounds,
we consider the bounds to be tight, i.e., 2K = 1% for some z € X, and similarly for the
upper bound ul#. Tjeng et al. (2019) provides efficient methods for computing these bounds.

Now, following the approach initially introduced in Wong and Kolter (2018), we can relax

> 0 for some %, the preactivation bound ll[k] <z can
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the k" ReLU constraint in (1) to its convex upper envelope between the preactivation
bounds. This is graphically shown in Figure 3.

o ReLU(£M)

)

|
] I
i 0 I

Figure 3: Relaxed ReLLU constraint set j\/ﬁ—l at a single neuron ¢ in layer k of the network.

We call the convex upper envelope associated with layer k the relaxed ReLU constraint

set, and its mathematical definition is given by three linear inequalities:
NIE’;] - {(x[k—l},x[k}) € R™-1 x R™ : glfl < o [fl o (2[’@] _ l[k]) %) (u[k] _ l[k]),
¥ >0, zF > sk 5k = W[k—llx[k—ll}.

3)

Next, we define the relaxed network constraint set to be
Nop = {(z,2) € R™ xR : (z, x[l]) € NIEIF],, (azm,xm) € Nﬁ—l, cey (aj[K_l}, z) € /\/}EI;]}. (4)

In essence, Npp is the set of all input-output pairs of the network that satisfy the relaxed
ReLU constraints at every layer. Note that, since the bounds ¥l and ul¥ are determined

by the input uncertainty set X, the set NIEI;] is also determined by X for all layers k.

Remark 2 For networks with one hidden layer (i.e., K = 1), the single relared ReLU

constraint set coincides with the relazed network constraint set: /\/ﬁl = Nvrp. Therefore, for
K =1 we drop the k-notation and simply write z, 2, x, W, 1, u, and Npp.

Finally, we introduce the LP relaxation of (2):
Gip(X) = sup{c'z: (z,2) € Mpp, = € X}. (5)

Notice that, if z € X and z = f(z), then (z, z) € Npp by the definition of Npp. Furthermore,
since X is a bounded convex polytope and Npp is defined by a system of linear constraints,
we confirm that (5) is a linear program. Therefore, (5) is indeed an LP relaxation of (2),
so it holds that

¢*(X) < Gip(X). (6)
This analytically shows what Figures 1 and 2 illustrate: the condition that gﬁip(/‘( ) <0
is sufficient to conclude that the network is certifiably robust, but if gZSI’ZP(X ) > 0, the

relaxation fails to certify whether or not the network is robust, since it may still hold that
9" (X) <0.

10
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2.4 SDP Relaxation of the Network Constraints

An alternative convex relaxation of the robustness certification problem can be formulated
as an SDP. This method was first introduced in Raghunathan et al. (2018). Here, we
will introduce the SDP relaxation for a network with a single hidden layer for notational
convenience. The extension to multi-layer networks is straightforward and presented in
Raghunathan et al. (2018). In this formulation, the optimization variable (z,z) € R™*"=
is lifted to a symmetric matrix

1
P= |z [1 x! ZT]ES”””+"Z+1.
z

We use the following block-indexing for P:

P Pl P!
P = P:c sz Pa:z ’
P, P,y P,

where P, € R, P, € R"™, P, € R":, P,, € S", P,, € S"=, P, € R"™*"= and P,, = PL.
This lifting procedure results in the optimization problem
maximize cTPZ
PeSnz+nz+1
subject to P, > 0,
P, >WP,,
diag(Pea) < (I 4+u) © Pp =l ©Ou,
diag(P,,) = diag(W P,.),

Here, there are no preactivation bounds, unlike the LP relaxation. The vectors [,u € R"*
are lower and upper bounds on the input, which are determined by the input uncertainty
set. For example, if X = {z € R"™ : || — ZT||oc < €}, then I =% —€l,,, and u =T + €l,,,.

We remark that the above problem is equivalent to the original robustness certification
problem; no relaxation has been made yet. The only nonconvex constraint in this formu-
lation is the rank-1 constraint on P. Dropping this rank constraint, we obtain the SDP
relaxed network constraint set:

Nspp = {P € S"=t=+1 . p. >0, P, > WP,, diag(P..) = diag(WP,.),

7
diag(Prz) < (l4+u) © P, —1lGu, PL =1, P> 0}. @)

Using this relaxed network constraint set as the feasible set for the optimization, we arrive
at the SDP relaxation

$%pp(X) =sup{c' P, : P € Ngpp, Pp € X'}. (8)

11
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It is clear that by dropping the rank constraint, we have enlarged the feasible set, so
again we obtain a viable relaxation of the original problem (2): ¢*(&X) < ¢&pp(&X). In the
case the solution P* to (8) is rank-1, we can factorize it as

P = |z* [1 .Z'*T Z*T]
z

and conclude that (z*, z*) solves the original nonconvex problem. However, it is generally
the case that the SDP solution will be of higher rank, leading to relaxation error and the
possibility of a void robustness certificate, similar to the LP relaxation. We now turn to
building upon the LP and SDP convex relaxations via input partitioning in order to tighten
their relaxations.

3. Partitioned LP Relaxation

3.1 Properties of Partitioned Relaxation

In this section, we investigate the properties and effectiveness of partitioning the input
uncertainty set when solving the LP relaxation for robustness certification. We start by
validating the approach, namely, by showing that solving the LP relaxation separately on
each input part maintains a theoretically guaranteed upper bound on the optimal value of
the unrelaxed problem (2). Afterwards, the approach is proven to yield a tighter upper
bound than solving the LP relaxation without partitioning.

3.1.1 PARTITIONING GIVES VALID RELAXATION

Proposition 3 (Partitioned relaxation bound) Let {X¥\¥Y) C X :j € {1,2,...,p}} be
a partition of X. Then, it holds that

X)) < @) 9
" ( )—je{rfif,p}mp( ) 9)

Proof See Appendix A. [ ]

Despite the fact that Proposition 3 asserts an intuitively expected bound, we remark the
importance for its formal statement and proof. In particular, the inequality (9) serves as
the fundamental reason for why the partitioned LP relaxation can be used to certify that all
inputs in X map to safe outputs in the safe set S. Knowing that the partitioning approach
is valid for robustness certification, we move on to studying the effectiveness of partitioning.

3.1.2 TIGHTENING OF THE RELAXATION

We now show that the bound (6) can always be tightened by partitioning the input uncer-
tainty set. The result is given for networks with one hidden layer for simplicity. However,
the conclusion naturally generalizes to multi-layer ReLLU networks.

Proposition 4 (Improving the LP relaxation bound) Consider a feedforward ReLU
neural network with one hidden layer. Let {XW) C X : j € {1,2,...,p}} be a partition of

12
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X. For the j% input part XU, denote the corresponding preactivation bounds by 1Y) and
u(j), where | < 1(7) <Wzx < uld) <wu forall xz € x), Then, it holds that

_max §fp(XV) < gip(X). (10)
]6{1’27“‘11)}

Proof See Appendix B. |

Propositions 3 and 4 together show that ¢*(X) < maxjcqi 2. p} gfgfp(/\?(j)) < qgfp(/'\,’),
i.e., that the partitioned LP relaxation is theoretically guaranteed to perform at least as
well as the unpartitioned LP when solving the robustness certification problem. The im-
provement in the partitioned LP relaxation is captured by the difference

$ip(X) — max  Jip(xV),
je{1,2,....p}

which is always nonnegative. We remark that it is possible for the improvement to be null in
the sense that max;c(i 2, p} qBiP(X(j)) = qgiP(X). This may occur when the partition used
is poorly chosen. An example of such a poor choice may be if one were to partition along
a direction in the input space that, informally speaking, corresponds to directions near-
orthogonal to the cost vector ¢ in the output space. In this case, one would expect all im-
provements to be nullified, and for the partitioned relaxation to give the same optimal value
as the unpartitioned relaxation. Consequently, the following important question arises: what
constitutes a good partition so that the improvement QEEP(X) — maX;e(12,..p} gZ;fP(X(j)) 18
strictly greater than zero and mazimal? We address this question in Sections 3.2 and 3.3.

3.2 Motivating Partition

In this section, we begin to answer our earlier inquiry, namely, how to choose a partition in
order to maximize the improvement gZ;}:P(X ) — maXjc(12,.. p} ggip(.)( (@)) in the partitioned
LP relaxation. Recall that this is equivalent to minimizing the relaxation error relative
to the original unrelaxed problem, since ¢*(X) < max;ci2,.. 5} qBI":P(X(j)) < gZ;EP(X). To
this end, we construct a partition with finitely many parts, based on the parameters of
the network, which is shown to exactly recover the optimal value of the original unrelaxed
problem (2). For simplicity, we present the result for a single hidden layer, but the basic
idea of partitioning at the “kinks” of the ReLUs in order to collapse the ReLU upper
envelope onto the ReLLU curve and eliminate relaxation error can be generalized to multi-
layer settings. At this point, let us remark that in Proposition 5 below, we use a slight
difference in notation for the partition. Namely, we use the set of all n,-vectors with binary
elements, J = {0,1}"= = {0,1} x {0,1} x --- x {0,1}, to index the parts of the partition.
Under this setting, the partition is composed of p = 2" parts, so that X9 is the part of
the partition corresponding to the binary vector j, which is an element of the index set 7.
This temporary change in notation is chosen to simplify the proof of Proposition 5.

Proposition 5 (Motivating partition) Consider a feedforward ReLU neural network

with one hidden layer and denote the i™ row of W by w] € R¥" for alli € {1,2,...,n.}.
Define J = {0,1}" and take the partition of X to be indexed by J, meaning that {XU) C

13
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X :j € T}, where for a given j € J we define

XU) = {z e X :wl x>0 for all i such that j; = 1, w;'z < 0 for all i such that j; = 0}.

(11)

Then, the partitioned relaxation is exact, i.e.,
¢*(X) = max ¢fp(XV)). (12)
JjeJ

Proof We first show that {XU) C X :j e J}is a valid partition. Since x0) C X for
all j € J, the relation Ujer(j) C X is satisfied. Now, suppose that x € X. Then, for all
i€{1,2,...,n,}, either w/x > 0 or v/ x < 0 holds. Define j € {0,1}"* as follows:

- 1 ifwz-Ta:ZO,
i 0 ifwz <0,

for all i € {1,2,...,n.}. Then, by the definition of XU in (11), it holds that z € X\,
Therefore, the relation € X implies that z € XU) for some j € {0,1}" = J. Hence,
X C Ujejé’((j), and therefore Ujer(j) =X.

We now show that X N X*) = @ for all j # k. Let j, k € J with the property that
j # k. Then, there exists i € {1,2,...,n,} such that j; # k;. Let = € X In the case
that waT z > 0, it holds that j; = 1 and therefore k; = 0. Hence, for all y € X*) | it holds
that wiT y < 0, and therefore x ¢ X (k). An analogous reasoning shows that z ¢ X (%) when
w;x < 0. Therefore, one concludes that z € xX\) and j # k implies that = ¢ X®) e,
that X0) N X*) = (. Hence, {¥U) C X :j € J} is a valid partition.

We now prove (12). Let j € J. Since wiT x > 0 for all 4 such that j; = 1, the preactivation
lower bound becomes ZZ(] ) — 0 for all such i. On the other hand, since wiT z < 0 for all ¢

such that j; = 0, the preactivation upper bound becomes ugj ) = 0 for all such 4. Therefore,

the relaxed network constraint set (4) for the j*® input part reduces to
./\/}EJP) ={(x,2) € R™ x R™ : z; = 0 for all i such that j; =0,
2 = w; x = (Wx); for all i such that j; = 1}.

That is, the relaxed ReLU constraint envelope collapses to the exact ReLU constraint
through the prior knowledge of each preactivation coordinate’s sign. Therefore, we find

that for all z € XU it holds that (z,z2) € ./\/'IE{D) if and only if z = ReLU(Wz). Hence, the
LP over the j™ input part yields that
ip (X)) =sup{eTz: (z,2) € ./\/}EQ, z e xl)}
=sup{c'z: 2z =ReLU(Wz), z € XU)}
<sup{c'z:z=ReLU(Wz), z € X}
= ¢*(X).

Since j was chosen arbitrarily, it holds that

max ¢f p (X)) < ¢*(X).
€T

14
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Since ¢*(X) < maxjes ¢ip(XU)) by the relaxation bound (9), the equality (12) holds, as
desired. |

Although the partition proposed in Proposition 5 completely eliminates relaxation error
of the LP, using it in practice may be computationally intractable, as it requires solving 2=
separate linear programs. Despite this limitation, the result provides two major theoretical
implications. First, our input partitioning approach is fundamentally shown to be a simple,
yet very powerful method, as the robustness certification problem can be solved exactly via a
finite number of linear program subproblems. Second, the partition proposed in Proposition
5 shows us the structure of an optimal partition, namely that the parts of the partition are
defined by the half-spaces generated by the rows of W (see Figure 4). This result paves the
way to develop a tractable branching scheme that incorporates the reduction in relaxation
error endowed by the structure of this motivating partition. In the next section, we explore
this idea further, and seek to answer the following question: if we only partition along a
single row of the weight matrix, which one is the best to choose?

2 ReLU(%;)

l; 0 Uj

Figure 4: Partitioning based on row wiT of the weight matrix. This partition results in an
exact ReLU constraint in coordinate ¢ over the two resulting input parts Xi(l) =
{reXx: wiT:E >0} and Xi@) =X\ Xi(l).

3.3 LP Branching Scheme

In this section, we propose an explicit, computationally tractable, and effective LP branching
scheme. The branching scheme is developed based on analyses for a single hidden layer.
However, the resulting branching scheme is still applicable to multi-layer networks, and
indeed will be shown to remain effective on two-layer networks in the experiments of Section
6. The development of the partition boils down to two main ideas. First, we restrict
our attention to two-part partitions defined by rows of the weight matrix W, specifically,
Xi(l) ={r € X :w/z >0} and XZ@) =X\ XZ-(I), as motivated in the previous section.
Second, we seek which index ¢ € {1,2,...,n.} gives the best partition, in the sense that the
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relaxation error of the resulting partitioned LP is minimized. As will be shown in Section
3.3.3, this second aspect is NP-hard to discern in general. Therefore, to find the optimal
row to partition along, we instead seek to minimize a more tractable upper bound on the
relaxation error. Since the actual relaxation error cannot exceed this upper bound even in
the worst case, we refer to such a bound-minimizing partition as “worst-case optimal.”

3.3.1 WORST-CASE RELAXATION BOUND

We begin by bounding the relaxation error below.

Theorem 6 (Worst-case relaxation bound) Consider a feedforward ReLU neural net-
work with one hidden layer, with the input uncertainty set X and preactivation bounds
l,u € R". Consider also the relazation error A¢*(X) = QBEP(X) —¢*(X). Let (z*,2*) and
(z*,2%) be optimal solutions for the relazation ¢t p(X) and the unrelazed problem ¢*(X),

respectively. Given an arbitrary norm || - || on R™ it holds that
AG*(X) <) (ReLU(ci)u‘ — (min{fJwilld) (X), wi} = 1)

i=1 (13)
+ RGLU(—CZ') mln{HwZH*d”H (X), uz}> s

where || - ||« is the dual norm of || - ||.

Proof First, recall that X C R"™= is assumed to be compact, and is therefore bounded, and
hence d||.|(X) < oco. The definitions of (Z*, 2*) and (z*, 2*) give that

Ag (X)) = ez —2) <D Ag, (14)
=1 =1

where

A¢; = sup {Ci(éi —2) 2z =ReLU(w; 2), % >0, z > w,/ z,

~ Uy

Zi <
Ui—li

%

(w] & —1;), z,% € X}
for all ¢ € {1,2,...,n.}. Note that

Ui

= > (’gl - ll)?

A(]S;k = sup {Ci(gi — Zl) L2y = ReLU(éi), Zi Z 0, Zi > éi, 21' < I
Ui — b

N

=Wz, Zz=W2zx, x,i:EX}.

If 2, € X and 2, Z satisfy 2 = Wz, z = WZ, then they satisfy | < 2,2 < v and |, — | =
lwi (Z—2)| < [wel«|E—=| < |lwgll«dy (X) forall k € {1,2,...,n.} by the Cauchy-Schwarz
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inequality for dual norms. Therefore,

A¢; < sup {cz(iz —z):zi=ReLU(%), z, >0, z; > Z-, zZ < uzu—l I (2 — 1),
1< 2,2 <, |3 — 2| < |Jwgllud) (X) for all k € {1,2,...,n.}, 2,2 € R”z}
— sup {ci(z,- —z):z=ReLU(%), % >0, % >4, 5 < u“_ ; (3 — 1),
Ui < %,z < gy |7 — 2] < Jlwillody (X), 2,2 € ]R}.
For ¢; > 0, the above inequality yields that
A¢ < ¢;sup {z — 25 =ReLU(%), 5 >0, 5 > 4, 3 < u“_ p G,

li < 205 < wiy |2 — 2] < willod) (X), %, € R}-

The optimal solution to the above supremum is readily found by comparing the line Z; =
u;ﬁli (z; — l;) to the function z; = ReLU(%;) over z;, 2; € [l;,u;]. In particular, the max-
imum distance between Z; and z; on the above feasible set occurs when z; = 2; = 0,

2 = |wi ||«dy.|(X), and Z; = = (||wi|«dy. (X) — ;). Therefore, we find that

u;—l;

* Ui
Ag; < Cim(”“’i”*d\\'ll(x) - L), (15)

for all i € {1,2,...,n.} such that ¢; > 0. We also note the trivial bound that Z; — z; < u;
on the feasible set of the above supremum, so that

Uj

A¢; < cju; = ¢ (ui — ;). (16)
U; — ll
The inequalities (15) and (16) together imply that
\ up
A¢; < ciu 1 (mln{HwiH*dH~ll(X>vui} —1;) (17)

for all i € {1,2,...,n,} such that ¢; > 0.
On the other hand, for all 7 € {1,2,...,n,} such that ¢; < 0, we have that

Uj

=z > (él - ll)a

Agf): < ¢;inf {z — 2z, iz = ReLU(éZ), zi >0, z; > §i, zi < ;i
u; — U

li < 2% < wiy 20— 2] < lwilled) (X), 2, % € R}-

The optimal solution to the above infimum is readily found by comparing the line z; = 0 to
the function z; = ReLU(%;) over Zi 5 € [li;, u;]. In particular, the minimum value of Z; — z;
on the above feasible set occurs when % = z; = 0 and 2z; = 2; = [|wi||«dj.;|(X). Therefore,
we find that

Ag; < —cifwill«d) (X)), (18)
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for all i € {1,2,...,n.} such that ¢; < 0. We also note the trivial bound that z; — z; > —u;
on the feasible set of the above infimum, so that

The inequalities (18) and (19) together imply that
A¢; < —cmin{]Jwgl|«d. (X), us} (20)

for all i € {1,2,...,n,} such that ¢; < 0. Substituting (17) and (20) into (14) gives the
desired bound (13). [ |

The value A¢; in the proof of Theorem 6 can be interpreted as the worst-case relaxation
error in coordinate i. From this perspective, Theorem 6 gives an upper bound on the worst-
case relaxation error of the overall network. Notice that, since min{||w;/|.d).| (X), u:} < w4,
the bound (13) immediately gives rise to the simple bound that

=1 =1

the right-hand side of which equals the relaxation error incurred when, at every neuron, the
activations of the relaxation solution and the original nonconvex solution are at opposite
corners of the relaxed ReLU constraint set, i.e., the convex upper envelope illustrated in
Figure 3. On the other hand, when dj. (X) is small, i.e., the input uncertainty set is small,
one would expect the number of “kinks” in the graph of f over X to be small, and as a
consequence the relaxation error to decrease. This intuition is captured by the bound (13),
since, in this case, we find that

A0 () £ Y- (ReL ()l () = 1) + ReLU (el ()
i1 7 i

u;l;

~— i ReLU(¢;)

=1

Uz
< eilus.
=1

Ui — b

To continue our development of a branching scheme that is optimal with respect to the
worst-case relaxation error, we use (13) to bound the relaxation error of the partitioned
LP in terms of the row fw;r that is used to define the partition. This bound is given in the
following lemma.

Lemma 7 (Two-part bound) Leti € {1,2,...,n.} and consider a two-part partition of
X given by {Xi(l), Xl@)}, where Xi(l) ={zecX:w x>0} and Xl@) =X\ Xi(l). Consider
also the partitioned relaxation error Agb*({Xi(l), Xi@)}) = MaX;e( 2} éEP(XZ-(])) —¢*(X). It
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holds that

Ag* ({2, 22} < Jeif mind||willody. (), u}

+ ; <ReLU(Ck:)uk i (min{”wkH*d”.H(X), uk} — k) an
liti

+ ReLU(—ck) min{||wk H*dHH (X), uk}> .

Proof Consider the relaxation solved over the first input part, Xi(l), and denote by
1D, 4 e R the corresponding preactivation bounds. Since w;r x > 0 on this input

part, the preactivation bounds for the first subproblem éiP(Xi(l)) can be taken as

1D = (11,09, lie1,0, Ly, 1))

and u(Y) = w. Thus, from (13) and the fact that d||.||(Xi(j)) < d) (&) for j € {1,2}, it
follows that

A¢* (X)) < e min||wil|ody. (), u;}

N ” |
+ ; (ReLU(Ck)uk I (mln{H’wk”*dH.”(X),uk} _ lk)
Tt

+ ReLU(—ck) min{Hwk H*dH” (X), uk}> .

(22)

Similarly, over the second input part, X 4(2), we have that wiT x < 0, and so the preactivation

bounds for the second subproblem qg’ﬂp(/'l,’i@)) can be taken as [(?) = [ and

2
u( ) = (ul,uQ,...,uifl,O,qu,...,unz),

resulting in a similar bound to (22):

A¢*(Xi(2)) < Z (ReLU(Ck)Uku_k . (min{HwkH*dH.”(X),uk} — )
k=1

ki (23)
+ ReLU(—cy) min{HwkH*dHA” (X), uk}> .
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Putting the two bounds (22) and (23) together and using the fact that gb*(é\,’i(j)) < (X))
for all j € {1,2}, we find that

A (XY, 7)) = mas (dip(x) - 67(X)

T (4) (1 (9)
< m XV — (X
_je{%} (¢Lp( ) — oM (&, ))

_ Ao (x)
jnax ¢ (X)

< [ei| min{ ||wg«d). (X), ui }

Nz u .
+ 3| ReLU(cx) —— (min{]fw, [l d) (X), ue} — 1)

P up — I

ki

+ ReLU(—ck) min{Hwk ”*dH” (X), uk}> s

as desired. [ |

3.3.2 PROPOSED BRANCHING SCHEME

Lemma 7 bounds the worst-case relaxation error for each possible row-based partition.
Therefore, our final step in the development of our branching scheme is to find which
row minimizes the upper bound (21). This worst-case optimal branching scheme is now
presented.

Theorem 8 (Worst-case optimal LP branching) Consider the two-part partitions de-
fined by the rows of W: {Xi(l), X-(2)}, where Xi(l) ={z e X :w x>0} and XZ@) = X\Xi(l)

(2
for alli € {1,2,...,n,} = Z. The optimal partition that minimizes the worst-case relaz-

ation error bound in (21) is given by

li
i* € argmin ReLU(¢;)——

e o— (i — min{||w; [[«dj. (X), uq}) - (24)

Proof Denote the bound in (21) of Lemma 7 by
B(i) = |es| min||w;[|«d. (X)), uq}

+) <ReLU(ck)
k=1
ki

U .
o (min g ud) (X), u} — 1)
k k

+ ReLU(—cy) min{||wy ||+ (X), “k})’
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which is the quantity to be minimized over ¢ € Z. We may rewrite this as

Nz

B(i)=>" <ReLU(ck)

k=1

u

- (min{ g oy (X), ur} — 1)
k k

+ ReLU(—c) min{||wy[|«dj. (X), “k}>

+ [ei| mind [|wg[«d. (X)), i }

)

uj .
_ <ReLU(cZ-)u. - (amin{ iy ()} )
+ ReLU(—c¢;) min{ ||w; | «d.| (X), ul}>
Hence, using the fact that |¢;| = ReLU(¢;) + ReLU(—¢;), we find that

min () min <lcz|mm{szH 11 (), i}

_ (ReLU(ci)u'ull (ntinn{ [ [y (), s} — L)

(2 7

+ ReLU(—c¢;) min{|[w[«d.| (X)), Uz}))

i — i

= nél%a (min{||wi|*d||.(?(),ui} <|cl| - ReLU(cl-)u i ReLU(—ci)>

+ ReLU(c;) 4% )

i — i

Uj
— mi i illsdy (X)), u; } | ReLU(¢;) — ReLU(¢;) ————
gglg(mm{llwl T )“}< eLU(e;) — Re (C)ui—l)

+ ReLU(¢) usls )

i — i

o~

= min ReLU(¢;)— (wi — min{ [Jw;||«dy. (X), ui})

€T U; — ll

as desired. n

Theorem 8 provides the branching scheme that optimally reduces the worst-case re-

laxation error that we seek. We remark its simplicity: to decide which row to partition
along, it suffices to enumerate the values ReLU(ci)ﬁ(ui — min{ ||w;||«d).| (X),u;}) for
i €{1,2,...,n,}, then choose the row corresponding to the minimum amongst these val-
ues. In practice (especially when using || - || = || - ||eo), dj.||(X) tends to be relatively small,
making these values approximately equal to ReLU(¢;) u?izll . In our experiments that follow,
we find that using these simplified values to select the partition does not degrade perfor-

mance. Note that this optimization over i scales linearly with the dimension n., and the
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resulting LP subproblems on each input part only require the addition of one extra linear
constraint, meaning that this partitioning scheme is highly efficient.

We emphasize that our relaxation error bounds in Theorem 6 and Lemma 7, as well as
our resulting worst-case optimal LP branching scheme of Theorem 8, are proven specifically
for the case of single-hidden layer networks. Deriving worst-case optimal LP branching
schemes for deep networks remains a challenging open theoretical problem. However, one
may easily extend our theoretically principled single-layer LP branching scheme to a multi-
layer branching heuristic as follows. First, consider a layer k € {1,..., K'}. We generate a
surrogate “c’-vector of size ny x 1 so that the branching “scores” in (24) can be computed
using this surrogate cost vector. To do this, treat the activation vector z[¥ as the output
and determine which coordinate i;, € R™ of the nominal activation z[* is maximal. This
means that i, would be the class assigned to Z if the output were after the k& hidden layer.

[k > 7 for all other 1.
Jk i

Afterwards, the surrogate cost vector can be taken as cFl := ej, — €i,,, meaning that it serves
as a measure of whether the classification after the &** hidden layer changes from iy, to jj.

(K] (k] ulFM .
;= ReLU(¢;") Zl[’“] from Theorem 8 corresponding to the
u —[:

Then, we find the second-best coordinate ji # i, so that a_cyz] >z

Then, the branching score s

i*h neuron in layer k can be computed. Of course, the surrogate vector ¢ is only used to
compute the branching scores, and the full network and original cost vector ¢ are used in

the resultant branched LP. This multi-layer heuristic is summarized in Algorithm 1.

Algorithm 1 Heuristic extension of LP branching to multi-layer networks

Input: z, K, 1M K] 00 ylK]
1: fork=1,....K
2: compute nominal activation vector z¥!
3 compute nominal class iy € argmax;c(y .} a‘sgk]
4: compute runner-up class ji € argmax;c(q  n, 1\ {ix} :Egk}
5 assign surrogate “c”-vector clfl €, — Ciy,
[k] (k]
6:  assign branching scores SZ[-H — ReLU(cEk])%i]ilil[k], ie{l,...,nk}
Ui "=l
7: return branching scores sgk], ie{l,...,ni}, ke{l,...,K}

We also note that Theorem 8 can be immediately extended to design multi-part parti-
tions in two interesting ways. First, by ordering the values ReLU(¢;) uili we are ordering

w;—l;?
the optimality of the rows w;r to partition along. Therefore, by partitioning along the
n, > 1 rows corresponding to the smallest 7, of these values, Theorem 8 provides a strat-
egy to design an effective 2™»-part partition, in the case one prefers to perform more than
just a two-part partition. Second, Theorem 8 can be used directly in a branch-and-bound
algorithm. See Section 5 for implementation details. In our experiments that follow, we
find that this technique works particularly well; our partition yields a branching method
for branch-and-bound that outperforms the state-of-the-art per-neuron branching technique
on small-to-moderately-sized single-hidden layer networks, and achieves comparable perfor-
mance on large-scale deep models.
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3.3.3 OPTIMAL PARTITIONING IS NP-HARD

In this section, we show that finding a row-based partition that minimizes the actual LP
relaxation error is an NP-hard problem. Recall that this approach is in contrast to our
previous approach in the sense that our optimal partition in Theorem 8 minimizes the
worst-case relaxation error. Consequently, the results of this section show that the partition
given by Theorem 8 is in essence an optimal tractable LP partitioning scheme.

To start, recall the robustness certification problem for a K-layer ReLU neural network:

maximize ¢zl

subject to z[% € X, (25)
) = ReLUWHFIZFY ke {0,1,..., K — 1},
where the optimal value of (25) is denoted by ¢*(&X’). Moreover, recall the LP relaxation of
(25):

T

maximize ¢ 2%

subject to 20 e X,

g1 > ikl g F] ke{0,1,...,K —1},
2+ > 0, ke{0,1,...,K —1},
gl < b o (Wl gRL g1y o) (1] g g e f0,1,. .. K — 1},

(26)

As suggested by the motivating partition of Proposition 5, consider partitioning the
input uncertainty set into 2" parts based on n, preactivation decision boundaries cor-
responding to activation functions in the first layer. In particular, for each j € J, =
{71,925+ 5 Jn,} € {1,2,...,m1} we partition the input uncertainty set along the hyper-
plane w][.O]T:c[O} = 0, giving rise to the partition {XM x@ xC")}  Note that, for
all j € Jp, the partition implies that the 4% coordinate of the first layer’s ReLU equal-
ity constraint becomes linear and exact on each part of the partition. Therefore, for all
j e{1,2,...,2"}, we may write the LP relaxation over part XU as

maximize ¢ z!*

subject to 20 e X(j/),

gt > py kR ke{0,1,...,K —1},
>, ke{0,1,...,K —1},
w1 < g lbr ] o (Wil i1y o (e g1l e 0,1, K — 13,
$£U = ReLU(wj[-O]Tx[O]), J € Iy,

(27)

with optimal objective value denoted by (ﬁ’ﬂp(/\,’ (g /)), and thus the partitioned LP relaxation
becomes

* — ¥ (]l)
UYAGIE et orp(XY). (28)
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To reiterate, the final equality constraint in (27) is linear over the restricted feasible set
XU" which makes the problem (28) a partitioned linear program.

If we now allow the indices used to define the partition, namely 7, to act as a variable,
we can search for the optimal n, rows of the first layer that result in the tightest parti-
tioned LP relaxation. To this end, the problem of optimal partitioning in the first layer is
formulated as

minimize (X
TpC{1,2,n1} 15(%) (29)

subject to | Jp| = np.

In what follows, we prove the NP-hardness of the optimal partitioning problem (29),
thereby supporting the use of the worst-case sense optimal partition developed in Theorem
8. To show the hardness of (29), we reduce an arbitrary instance of an NP-hard problem,
the Min-/C-Union problem, to an instance of (29). The reduction will show that the Min-
K-Union problem can be solved by solving an optimal partitioning problem. Before we
proceed, we first recall the definition of the Min-X-Union problem.

Definition 9 (Min-X-Union problem (Hochbaum, 1996)) Consider a collection of n
sets {S1,8a,...,Sn}, where S; is finite for all j € {1,2,...,n}, and a positive integer IC < n.
Find KC sets in the collection whose union has minimum cardinality, i.e., find a solution J*
of the following optimization problem:

jg{17277n}

minimize U S;
gt (30)

subject to  |J| = K.

Remark the similarities between the optimal partitioning problem and the Min-K-Union
problem. In particular, if we think of the convex upper envelopes of the relaxed ReLLU con-
straints as a collection of sets, then the goal of finding the optimal n, input coordinates to
partition along is intuitively equivalent to searching for the K = n; — n, convex upper en-
velopes with minimum size, i.e., those with the least amount of relaxation. This perspective
shows that the optimal partitioning problem is essentially a Min-/C-Union problem over the
collection of relaxed ReLU constraint sets. Since the Min-X-Union problem is NP-hard in
general, it is not surprising that the optimal partitioning problem is also NP-hard. Indeed,
this result is formalized in the following proposition.

Proposition 10 (NP-hardness of optimal partition) Consider the partitioned LP re-
lazation (28) of the K-layer ReLU neural network certification problem. The optimal par-
titioning problem in the first-layer, as formulated in (29), is NP-hard.

Proof See Appendix C. n

This concludes our development and analysis for partitioning the LP relaxation. In the
next section, we follow a similar line of reasoning to develop a branching scheme for the
other popular convex robustness certification technique, i.e., the SDP relaxation. Despite
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approaching this relaxation from the same partitioning perspective as the LP, the vastly
different geometries of the LP and SDP feasible sets make the branching procedures quite
distinct.

4. Partitioned SDP Relaxation
4.1 Tightening of the Relaxation

As with the LP relaxation, we begin by showing that the SDP relaxation error is decreased
when the input uncertainty set is partitioned. This proposition is formalized below.

Proposition 11 (Improving the SDP relaxation bound) Consider a neural network
with one hidden ReLU layer. Let {XU) : j € {1,2,...,p}} be a partition of X. For the j
input part X9, denote the corresponding input bounds by [ < 10) < 2 < w9 < u, where
z € XY, Then, it holds that

Cmax  ogpp(XY)) < dspp(X). (31)
je{1,2,....p}

Proof See Appendix D. [ ]

Proposition 11 guarantees that partitioning yields a tighter SDP relaxation. However,
it is not immediately clear how to design the partition in order to maximally reduce the
relaxation error. Indeed, a poorly designed partition may even yield an equality in the
bound (31). One notable challenge in designing the SDP partition relates to an inherent
difference between the SDP relaxation and the LP relaxation. With the LP relaxation, the
effect of partitioning can be visualized by how the geometry of the feasible set changes; see
Figure 4. However, with the SDP, the relaxation comes from dropping the nonconvex rank
constraint, the geometry of which is more abstract and harder to exploit.

In the next section, we develop a bound measuring how far the SDP solution is from
being rank-1, which corresponds to an exact relaxation, where the improvement in (31)
is as good as possible. By studying the geometry of the SDP feasible set through this
more tractable bound, we find that the partition design for the SDP naturally reduces to a
uniform partition along the coordinate axes of the input set.

4.2 Motivating Partition

In this section, we seek the form of a partition that best reduces the SDP relaxation error.
By restricting our focus to ReLU networks with one hidden layer, we develop a simple
necessary condition for the SDP relaxation to be exact, i.e., for the matrix P to be rank-1.
We then work on the violation of this condition to define a measure of how close P is to
being rank-1 in the case it has higher rank. Next, we develop a tractable upper bound
on this rank-1 gap. Finally, we formulate an optimization problem in which we search for
a coordinate-wise partition of the input uncertainty set that minimizes our upper bound.
Since this partition robustly minimizes our rank-1 gap-based upper bound on the relaxation
error, we refer to it as “worst-case optimal,” similarly to our previous worst-case optimal
LP partition. We show that such a coordinate-wise worst-case optimal SDP partition takes
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the form of a uniform division of the input set. The result motivates the use of uniform
partitions of the input uncertainty set, and in Section 4.3, we answer the question of which
coordinate is best to uniformly partition along. Note that, despite the motivating partition
being derived for networks with one hidden layer, the relaxation tightening in Proposition
11 still holds for multi-layer networks. Indeed, the experiments in Section 6 will show that
the resulting SDP branching scheme design maintains a relatively constant efficacy as the
number of layers increases.

Proposition 12 (Necessary condition for exact SDP) Let P* € S+l denote a
solution to the semidefinite programming relaxation (8). If the relaxation is exact, meaning
that rank(P*) = 1, then the following conditions hold:

tr(Py,) = P73, te(PL) = [P35 (32)

Proof Since the SDP relaxation is exact, it holds that rank(P*) = 1. Therefore, P* can
be expressed as

1 1 ol w’
P =|v [1 vl wT] =1lv v ow'
w w wu' ww!

for some vectors v € R™ and w € R™. Recall the block decomposition of P*:

r PP
P =P P, P
ProPL P

Equating coefficients, we find that P}, = vv' = P/P;" and P}, = ww' = P*P}". There-
fore,
tr(Py,) = te(Py Py = te(Py T Py) = || PS5,

proving the first condition in (32). The second condition follows in the same way. |

Enforcing the conditions (32) as constraints in the SDP relaxation may assist in pushing
the optimization variable P towards a rank-1 solution. However, because the conditions in
(32) are nonlinear equality constraints in the variable P, we cannot impose them directly
on the SDP without making the problem nonconvex. Instead, we will develop a convex
method based on the rank-1 conditions (32) that can be used to motivate the SDP solution
to have a lower rank.

In the general case that rank(P) =7 > 1, P may be written as P = VV T, where

el

V=|X]|,eeR,6 XeR™X" ZecR"™ ",
Z

and where the vector e satisfies the equation e e = ||e||2 = 1. The i*" row of X (respectively,
Z) is denoted by XZ-T € R (respectively, Zi—r € R'*"). Under this expansion, we find that
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P, = Xe, P, = Ze, P,y = XX, and P,, = ZZ". Therefore, the conditions (32) can be
written as
tr(XXT) = Xel3,  tx(Z2Z7) =] Zel3.

To simplify the subsequent analysis, we will restrict our attention to the first of these
two necessary conditions for P to be rank-1. As the simulation results in Section 6 show,
this restriction still yields significant reduction in relaxation error. Now, note that

Ny Na
tr(XX') = Z(XXT)z‘z‘ = Z 1113,
i=1 i=1

where (XX 7);; is the (i,7) element of the matrix XX ', and also that

Ny Na
IXel3 = (Xe)f =) (X[ ey,
=1 =1

where (Xe); is the i*® element of the vector Xe. Therefore, the rank-1 necessary condition
is equivalently written as

Ng

g(P) =Y (IXill3 - (X'e)*) =0,

=1

where g(P) serves as a measure of the rank-1 gap. Note that g(P) is solely determined by
P =VVT, even though it is written in terms of X and e, which are blocks of V. In general,
g(P) > 0 when rank(P) > 1.

Lemma 13 (Rank-1 gap) Let P € S"™=%1 be an arbitrary feasible point for the SDP
relaxzation (8). The rank-1 gap g(P) is nonnegative, and is zero if P is rank-1.

Proof By the Cauchy-Schwarz inequality, we have that | X, e| < || Xi|2]le]l2 for all i €
{1,2,...,n,}. Since P is feasible for (8) we also have that ||e[|2 = 1, so squaring both sides
of the inequality gives that (X,"e)? < || X;||3. Summing these inequalities over i gives

Ny

g(P) =Y _(IXill3 - (X, ¢)*) = 0.
=1

If P is rank-1, then the dimension 7 of the vectors e and X; is equal to 1. That is, e, X; € R.
Hence, | Xi|l2 = |X;| and |e| = [le|l2 = 1, yielding || X;||3 — (X, e)? = X? — X2e? = 0.
Therefore, g(P) = 0 in the case that rank(P) = 1. [ |

Since g(P) = 0 is necessary for P to be rank-1 and g(P) > 0, it is desirable to make
g(P*) as small as possible at the optimal solution P* of the partitioned SDP relaxation.
Indeed, this is our partitioning motivation: we seek to partition the input uncertainty set
to minimize g(P*), in order to influence P* to be of low rank. However, there is a notable
hurdle with this approach. In particular, the optimal solution P* depends on the partition
we choose, and finding a partition to minimize g(P*) in turn depends on P* itself. To
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overcome this cyclic dependence, we propose first bounding g(P*) by a worst-case upper
bound, and then choosing an optimal partition to minimize the upper bound. This will
make the partition design tractable, resulting in a closed-form solution.

To derive the upper bound on the rank-1 gap at optimality, let {XU) : j € {1,2,...,p}}
denote the partition of X. For the j* input part XU), denote the corresponding input
bounds by 1), 4. The upper bound is derived below.

Lemma 14 (Rank-1 gap upper bound) The rank-1 gap at the solution P* of the par-
titioned SDP satisfies

Mg

* 1 (4) ()2
0<qg(P*) <= m V)2, 33
<g(P*) < 4i:1j€{1§fp}(ul 7)) (33)

Proof The left inequality is a direct result of Lemma 13. For the right inequality, note
that

Ng
g(P*) < max sup g(P)< ) max sup (Xl — (X[ e)?).
JL2P} pepd) pex () =1 JEL2 P} pen) e x )
(34)
Let us focus on the optimization over the j™ part of the partition, namely,

-
sup (X305 = (X, e)?).
PeN,, Prex(

To bound this quantity, we analyze the geometry of the SDP relaxation over part j, following
the methodology of Raghunathan et al. (2018); see Figure 5.

The shaded circle represents the set of feasible X; over part j of the partition, namely,
those satisfying the i® coordinate of the constraint diag(Py,) < (1¥) +u0))® P, —10) ©uld),
To understand this, note that the constraint is equivalent to || X;||3 < (ZZ(]) + u(j))XiTe —

lgj)ugj), or, more geometrically written, that ||X; — %(uz(-]) + lgj))eH% < (%(uz(]) - ZZ@)) .
O) = 1,0 _ 0

This shows that X; is constrained to a 2-norm ball of radius r centered

() 4 @)

% 7

ol

at % (u )e, as shown in Figure 5. .
7)2

7

The geometry of Figure 5 immediately shows that || X;[|3 = a? + (X, e)? and r

(a+b)?2+ (X, e — %(ul@ + lgj)))Q, and therefore

X3 — (X[ e)? = a® = r? — (X[ e — L +19)))% — 2ab — 2.

)

Since a and b are nonnegative,

2 T \2
sup [ Xill2 — (X5 e)
PENS(]D)P, Prex)
- sw (r9? — (X e — L +19))2 — 2ab — 1)
PeN,, Poex®

< sup (ng)Q — (XiTe — %(ugj) + lgj)))2) < rgj)Q = %(u@ — l(j))2.
PeN,, PreX ()
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P
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N
]
____'______T_______
IS

N[ —

Figure 5: Geometry of the SDP relaxation in coordinate i over part j of the partition. The
shaded region shows the feasible X; satisfying the input constraint (Raghunathan
et al., 2018).

Thus, (34) gives
IBS G) 02
P*) < = \J) _ l-j
g9(P") < pa jefhax (w7 =17

)

as desired. [ |

Remark 15 The upper bound in (33) may not be tight in general, since, if the solution P*
to the partitioned SDP is rank-1—uwhich occurs under some technical conditions (see Zhang
(2020))—then g(P*) = 0, whereas the upper bound will be strictly positive whenever the

input bounds are such that ZZQ) < ul(»j) for some 1, j.

With Lemma 14 in place, we now have an upper bound on the rank-1 gap at optimality,
in terms of the input bounds {l(j),u(j)}?:1 associated with the partition. At this point,
we turn to minimizing the upper bound over all valid choices of p-part partitions of the
input uncertainty set along a given coordinate. Note that, in order for {l(j),u(j)}§:1 to
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define valid input bounds for a p-part partition, it must be that the union of the input parts
cover the input uncertainty set. In terms of the input bounds, this leads to the constraint
that [I,u] = U?Zl[l(j),u(j)], where [l,u] == [l1,u1] X [la,ug] X -+ X [ln,,Un,], and similarly
for [l(j), u(j)]. Since we consider the partition along a single coordinate k, this constraint
becomes equivalent to U?Zl[l,(gj ),u,gj )] = [lg, ug], because all other coordinates i # k satisfy
lgj ) = l; and ul(-j ) = u; for all j by assumption. We now give the coordinate-wise worst-case
optimal partitioning scheme for the SDP that minimizes the upper bound in Lemma 14,

which turns out to be a uniform split:

Theorem 16 (Uniform coordinate-wise SDP partition) Let k € {1,...,n,} and de-
fine T, = {1,2,...,n,} \ {k}. Consider the optimization problem of finding the partition to
minimize the upper bound (33), namely

minimize h(P) = max (ul(j) - lgj))2
p:{zm,u(j)};’:lgmw =1 je{1.,2,....p}
subject to U[l,(gj),ug)] = [lk, ug), i€y, j€{1,2,...,p}, (35)
j=1
19 =1, i €T jE{L,2,...,p}
ugj):ui, i €Iy, je{1,2,...,p},

Consider also the uniform partition defined by P = {Z(j),ﬁ(j)}gzl C R", where

10) _ Dh(ui — L)+ 1 ifi =k,
’ l; otherwise,

U; otherwise,

(ﬂ_{ﬁm—h%ﬂiﬁizh

for all j € {1,2,...,p}. It holds that P is a solution to (35).

Proof To prove the result, we show that the proposed P is feasible for the optimization,
and that h(P) < h(P) for all feasible P. First, note that it is obvious by the definition of P

that l_gj) =1; and 121(]) =u; foralli € {1,2,...,n,}\{k} and all j € {1,2,...,p}. Therefore,
to prove that P is feasible, it suffices to show that U§:1[Z;(€J ), ﬂ](c] )] = [lg, ug]. Indeed, since

o d +1) -1 '
ufg) = %(Uk — )+l = u(uk — )+l = ZEQJ—H)

for all j € {1,2,...,p— 1},

1-1
él)z ’ (up = l) + U = g,

and
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we have that

P
U Val) =i Mo i@ aP oo 1P alP) = 10, 4] = (1, ug).

Hence, P = {IV), () ?:1 is feasible.
The objective at the proposed feasible point can be computed as

h(P) = max (al@ — l—gj))2 max (an) - l_l(j))2 + max
- je{1,2,....p} je{l 2,...,p} je{1,2,....p}

z;ék:

(@ — 2

= max (uz - lz')g + max <](uk — lk) + 1 — J
— je{12,..p} j€{1,2,0..0} \ P p
ik

2
1(uk —lg) — lk)

= Z(uz —1,)’+ max (p(uk - lk)) =C+ p(uk — 1),

— j€{1’27"'7p}
ik

where C' == Y"1, (u; — 1;)%. Now, let P = {11, u(J)} be an arbitrary feasible point for
17514:
the optimization (35). Then by a similar analysis as above, the objective value at P satisfies

h(P) = ] max  (uV) — 192 = ) max  (ul) — 1924 max  (ul) — 12
( ) gl jE{l,Q,...,p}( 7 g ) g jE{l,Q,...,p}( ) i ) j€{1,2,...,p}( k k )
ik
G 0he G o)
=C+ max (u) =1’ C’+< max (u) =1’ >
je{L?,---,p}( F b ) jef1,2 7p}( k e
P 2 P 2
1 . . 1 . A
>0+ | w1y =c+ 7 S — 1)
=1 j=1

Since P is feasible, it holds that [ly,ur] = ? 1[1,(61),2;](6] )]. Therefore, by subadditivity of

Lebesgue measure p on the Borel o-algebra of R, we have that

P p A P
ug — U = p([lg, ug)) U X ,Uk Z Z l(j

7j=1
Substituting this into our above expressions, we conclude that
2
5 1 L[S, 00 o)
h(P) :C+P(uk—lk)2 < c+p S (w =17y < hP).

J=1

Since P was an arbitrary feasible point for the optimization, this implies that P is a solution
to the optimization. |
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It is important to note that, in general, an optimal partition of the input uncertainty
set that minimizes the actual SDP relaxation error may not be along a coordinate axis.
However, finding such an optimal general-form partition poses a significantly challenging
open problem. Our Theorem 16 shows that, by restricting ourselves to coordinate-wise
partitions, the analysis becomes tractable, and we find that the partition that uniformly
splits the input set along the given coordinate is an optimal one (with respect to our worst-
case upper bound (33)). This gives a well-motivated, yet simple way to design a partition
of the input uncertainty set in order to push the SDP relaxation towards being rank-1,
thereby reducing relaxation error.

4.3 SDP Branching Scheme

With the motivating partition of Section 4.2 now established, we turn our attention from
the form of a coordinate-wise worst-case optimal SDP partition to the coordinate of such a
partition. In particular, we seek to find the best branching scheme to minimize relaxation
error of the SDP. The results of Section 4.2 suggest using a uniform partition, and in this
section we seek to find which coordinate to apply the partitioning to. Similar to the LP
relaxation, we derive an optimal branching scheme by first bounding the relaxation error in
the worst-case sense.

4.3.1 WORST-CASE RELAXATION BOUND

In the worst-case relaxation bound of Theorem 19 below, and the subsequent coordinate-
wise worst-case optimal SDP branching scheme proposed in Theorem 20, we restrict our
attention to a single hidden ReLU layer and make the following assumption on the weight
matrix.

Assumption 17 (Normalized rows) The rows of the weight matriz are assumed to be
normalized with respect to the {1-norm, i.e., that ||w;|l1 =1 for all i € {1,2,...,n,}.

We briefly remark that Assumption 17 imposes no loss of generality, as it can be made
to hold for any network by a simple rescaling. In particular, if the assumption does not
hold, the network architecture can be rescaled as follows:

wy ]
T
Wy
z = ReLU(Wx) = ReLU J =
w,, |
— ’LUIF —
[
il
= ReLU | diag(|Jwi 1, w21, - - - [lwa, 1) | ™21 | & | = Wicate ReLU(Waorma),
w]
-||wnz||1-
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where Wicale = diag([lwi |1, lwell1, ..., [[wn, [l1) € R™*"= and

Whorm = Hw2||1 € R"=X"e

T
’Ll)nz

L w14

are the scaling and normalized factors of the weight matrix W, respectively. The scaling
factor can therefore be absorbed into the optimization cost vector ¢, yielding a problem
with normalized rows as desired.

Before introducing the worst-case relaxation bound of Theorem 19, we state a short
lemma that will be used in proving the relaxation bound.

Lemma 18 (Bound on elements of PSD matrices) Let P € S” be a positive semidef-
inite matriz. Then |Pyj| < $(Py + Py;) for alli,j € {1,2,...,n}.

Proof See Appendix E. |

Theorem 19 (Worst-case relaxation bound for SDP) Consider a feedforward ReLU
neural network with one hidden layer, and with the input uncertainty set X. Let the network
have input bounds [, u € R™ and preactivation bounds Z, a € R"=. Consider also the relax-
ation error Apspp(X) = dspp(X) — ¢*(X). Let P* and (z*,2*) be optimal solutions for
the relaxation QESDP(X) and the unrelazed problem ¢*(X), respectively. Given an arbitrary
norm || - || on R™ it holds that

Apgpp(X) < i: <ReLU(ci)q(l,u) + ReLU(—c¢;) min{;, ||wi|*d||,(/'t’)}>7 (36)

i=1
where || - ||« is the dual norm of || - ||, and where
lbu) =  max  max{|lg|, |ukl|}.
ol = e (el o)

Proof First, recall that X C R™* is assumed to be compact, and is therefore bounded, and
hence d||.|(X) < co. The definitions of P, and (z*, z*) give that

Aglpp(X) =) ei((PHi—=2f) <Y Adr, (37)
=1 =1

where

A¢; = sup {cz((Pz), —2): 2z =ReLU(w;'2), P, >0, P, > WP,,

diag(P,,) = diag(WP,,), Ph=1, P> 0, z, P, € X}
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for all i € {1,2,...,n,}. Defining the auxiliary variables P; = WP, and 2 = Wz, this is
equivalent to

A¢; = sup {cz((Pz), —z;): z = ReLU(%), P, >0, P, > P;, diag(P,,) = diag(W P,.),
P=1,P-0, P,=WP,, 3 =w, z, 2, P, ex}.

If x, P, € X and 2, P; satisfy 2 = Wz and P; = WP, then |(P;); — 4| = |w' (P, — )| <
|wil[« || Pe — || < [|will«dy (X) for all i € {1,2,...,n.} by the Cauchy-Schwarz inequality
for dual norms. Therefore,

A¢; < sup {ci((Pz)i —z;): 7z = RelLU(%), P, >0, P, > P;,
dla‘g(PZZ) = dlag(WPSEZ)7 Pl = 17 P i 07 ZS évpﬁ S ’av

|(P2)r — 2k| < lwgll«dy(X) for all k € {1,2,...,n.}, 2,P; € R”Z}.

We now translate the optimization variables in the above problem from z € R™ and P €
Sttnetnz £ the scalars 2;, (P;); € R. To this end, we note that if P is feasible for the above
supremum, then

diag(Pzz)i = dlag(Wsz)z = w;r(Pa:z)z < ||(sz)z||oo||wz||1a

where (Py;); is the i™™ column of the matrix P,., and the inequality again comes from
Cauchy-Schwarz. By the weight matrix scaling assumption, this yields

diag(P:z)i < [|(Pz)illoo-
Now, since P is positive semidefinite, Lemma 18 gives that

[[(Pez)illoo = ke{l%%?.(,nm} |(Pez)ilk = k:e{l,H;?.}inz} |(Prz) kil

1 1

((sz)kk + (PZZ)ii> = i(Pzz)ii + = ax  (Pra)kk-

< 1 m
2 ke{1,2,...,n2}

< max -
ke{1,2,...,n.} 2
Noting that (P,,),; = diag(P,.);, the bound of interest becomes

diag(Pzz)i < ke{{géxmz}(Pxx)kk
We now seek to bound (Pyy)rk. Recall that (Pyy)ir = diag(Puz)k < (Ig + ug) (Po)r — lpug.
If (I + uk) > 0, then (Py)r < uy implies that (I + ug)(Pr)r < (g + uk)ug, and therefore
(Pea)ik < (I + ug)ug — lpug, = ui. On the other hand, if (I + ug) < 0, then (Py)r > I
implies that (lk + uk)(Px)k < (lk + uk)lk, and therefore (Poc:c)kk < (lk + uk)lk — lpup = l]%,
Hence, in all cases, it holds that

(sz)kk < H(lk + up > O)U% + H(lk +up < O)ZI%.
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We can further simplify this bound as follows. If [ 4+ ux > 0, then up > —l; and ux > I,
implying |lg| < ug, so I3 < u? and therefore ui = max{l},u?}. On the other hand, if
I}, + ug < 0, then an analogous argument shows that 12 = max{l,%, ui} Hence, we conclude
that the above bound on (Py; )k can be rewritten as

(P:Dm)kk S max{l,%,ui}.
Therefore, returning to the bound on (P,,);, we find that

diag(P.); < ke{lrg?im}max{l%@},

for all 7 € {1,2,...,n,}. Now, note that since P > 0, the Schur complement gives that

P, — P,P] P, — PP
T T T =0,
sz_PZPa: Pzz_PzPZ
which implies that
diag(Pzz) > diag<PszT) =P, 0P,

Therefore, our upper bound on the diagonal elements of P., yields that

Pz 7 S l , — l, ‘
(P)i s max  max{lie], jurl} = q(l,w)

Hence, we have derived a condition on the component (P,); that all feasible P must satisfy.
The supremum of interest may now be further upper bounded giving rise to

A¢; < sup {Ci((Pz)i —z) : zi = ReLU(%;), (P2)i >0, (P.)i > (Ps)i, (Ps)i <q(l,u),
(38)
usz&%»sahM&»—msnwmdmxxzx&»eR}

which is now in terms of the scalar optimization variables z; and (P;);, as we desired. This
reformulation makes it tractable to compute the supremum in (38) in closed-form, which
we now turn to do.

First, consider the case that ¢; > 0. Then we seek to maximize the difference (P.); — z;
subject to the given constraints. Noting that (P,); < ¢(l,u) and z; > 0 on the above feasible
set, we remark that the objective is upper bounded as ¢;((P;); — z;) < ¢;iq(l,u). Indeed,
this upper bound is attained at the feasible point defined by z;, = 2, = (P;); = 0 and
(P.)i = q(l,u). Hence, we conclude that for all i € {1,2,...,n,} such that ¢; > 0, it holds
that

AGE < ciqll, ). (30)

Now consider the case that ¢; < 0. Then we seek to minimize the difference (P.); — z;
subject to the given constraints. In this case, the optimal objective value depends on the
relative sizes of 4; and [Jw;[[«d).(X). In particular, when 4; < |lw;[.«d). (&), the constraint
Z; < 1; becomes active at optimum, yielding a supremum value of —c;u;. Alternatively,
when [|w;[[«d).(X) < 4, the constraint |(P;); — 2| < [|w;|«d).|(X) becomes active at
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optimum, yielding the supremum value of —c;[|w;l|.«d).(X). Therefore, we conclude that
for all 7 € {1,2,...,n,} such that ¢; < 0, it holds that

A¢; < —c;min{i, [|wi] ) (X)}, (40)
Substituting (39) and (40) into (37) gives the desired bound. [ |

When the z-block P of the SDP relaxation stays close to the true solution z*, the
bound (36) shows that the worst-case relaxation error scales with the loosest input bound,
i.e., the maximum value amongst the limits |l;x| and |ug|. This fact allows us to choose
which coordinate to partition along in order to maximally reduce the relaxation bound on
the individual parts of the partition. We state our proposed SDP branching scheme next.

4.3.2 PROPOSED BRANCHING SCHEME

We now focus on developing a coordinate-wise worst-case optimal branching scheme based
on the relaxation bound of Theorem 19. Similar to the partitioned LP relaxation, the
diameter dj.;(X) tends to be small in practical settings, making the terms being summed
in (36) approximately equal to ReLU(c;)q(l, u). We restrict ourselves to this form in order
to simplify the subsequent analysis. The objective to optimize therefore takes the form

Nz
q(l,u) Y " ReLU(cy), (41)
i=1
where
l,bu)=  max  max{|lg|, |ur|}.
q(l,u) L {1k, [url }
Since the design of the partition amounts to choosing input bounds ! and w for the input
parts, the input bounds serve as our optimization variables in minimizing the above relax-
ation bound. By restricting the form of our partition to the uniform division motivated in
Theorem 16, it follows from the form of ¢ that the best coordinate to partition along is that
with the loosest input bound, i.e., along coordinate i* € argmaxye(y 2.,y max{|lgl, [ugl}.
This observation is formalized below.

Theorem 20 (Coordinate-wise worst-case optimal SDP branching) Consider the
two-part partitions defined by dividing X uniformly along the coordinate azes: {Xi(l), X(2)},

with Xi(l) ={reX: l,gl) <z < uz(»l)} and XZ-(Z) ={reXx: l§2) <z < uz(?)}, where

ll(l) 2(1) = (ul,UQ,...,ul',l,%(li —l—ui),qu,...,unz), lz(2) = (ll,lz,...,lifl,%(li =+

i)y lig1y ooy ln,), and u = u, for alli € {1,2,...,n,} = Z. Let

i

=1, u

i* € argmax max{|lg|, |ukl}, (42)
ke{1,2,....,nq}

and assume that Then the partition {XZ—(}), Xi(,?)} is optimal in the sense that the

) in (41) equals the unpartitioned upper bound q(l,u) on one

7# |ui=|.

l’i*
upper bound factor q(lE@j%Z)

part j of the partition, is strictly less than q(I,u) on the other part, and q(ll(j),ugj)) =q(l,u)
for both j € {1,2} for all other i ¢ argmaxyeqy o . n,) max{|lg|, lug|}-
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Proof First, consider partitioning along coordinate i ¢ argmaxyey o, .,y max{|l|, [ux|}.
Then

m My _ (1) (1)
ot ) = e a1l )l
li + u;
:max{\ll\,...,]lnx|,]u1\,..., 5 .,|unx]}—max{\li*,\ui*|}—q(l,u),

since HTW < |} and 7 # 7* implies that
Li +u;
max{|l;« {\l1|,...,|lnz|,|u1|,..., : 5 : ,|unz]}

In an analogous fashion, it follows that
2) (2
a1 u?) = q(1, ).
Now, consider partitioning along coordinate ¢*. Note that either

reriy, [l jugl} = [l or - max  mas{[lil, ful} = fu]

Suppose that the first case holds true. Then

(1 ul! ))—ke{lrg??in }maX{|( D)l ()]}

Lix + g
= max{|l1|,...,|lnz|, luil, ..y %

.J%A}zmwzqwm,

since [(i- +-)/2) < (2] + |uz])/2 < |17 and

e 4 ugx
|l;+] € max{|l1,...,|lnz|,|u1\,..., % ,|unz|}
Over the second part of the partition,
lg),u(z) = max  max
ot uf?) = mox e[ | )l

:max{|l1|,...,

ol < ] = a1,

since |(l+ + ui=)/2] < |l;+| and

uﬂ¢@mww

since |l;«| # |ui<|. In the other case that maxyeqy o . p,} max{|lx|, [ug|} = |us], it follows

via the same argument that q(l(*), Z( )) < q(l,u) and q(l(*), Z( )) = q(l,u). Since partition-

ing along any other coordinate i ¢ argmaxyeq o, . p,} max{|lg|, lux|} was shown to yield

g1V, V) =

2

7---7’ln¢’7ul’a"'a’unz‘}

-----

q(l?), “52)) = q(l,u), the coordinate i* is optimal in the sense proposed. W

37



ANDERSON, MA, LI, AND SOJOUDI

Algorithm 2 LP branch-and-bound procedure for certification

Input: f, X', npranches
1: for n = 1, .+« y Nhranches

2: compute /’\.’ig), Xi(f) according to Theorem 8
3 compute &Lp(/\,’i(*l)), &Lp(z\,’i(f)) according to (5)
4 if QBEP(XZ'(*I)) > (ngp(Xi(}))

5: assign X + Xi(*l)

6: else

7 assign X + Xi(*z)
8. if maxje{lg} QEEP(XZ(*J)) <0

9 assign is_certified < True
10: else

11: assign is_certified < False
12: return is_certified

Intuitively, the branching scheme defined in Theorem 20 is the worst-case optimal
coordinate-wise method, because any other uniform partition along a coordinate axis can-
not tighten the relaxation error bound (41). On the other hand, Theorem 20 guarantees
that using the partition coordinate in (42) results in a strict tightening of the relaxation
error upper bound factor g on at least one part of the partition.

As was the case with our LP branching scheme, we emphasize that our theoretical results
for the SDP (namely, Theorems 16, 19, and 20) are proven under the assumption of a single
hidden layer. However, we may extend our SDP branching scheme (42) into a branching
heuristic for deep multi-layer networks, as we did with the LP branching scheme. Unlike
the LP, where a surrogate “c”’-vector was defined in order to apply our LP branching score
to neurons in layers other than the last, our SDP branching score values can be directly
computed in the multi-layer setting at neuron i in layer k as max{|l£k]|, ]u£k1|}, since such
scores only depend on the k*-layer activation bounds [!*], ¢/*] satisfying k] < gkl < o lK]
for all x € X.

5. Implementing the Branching Schemes

For the reader’s convenience, we give a pseudocode in Algorithm 2 to embed our branching
schemes (Theorems 8 and 20) into an overall branch-and-bound algorithm, which is what
we use to compute the simulation results in Section 6 below. The pseudocode for the SDP
branch-and-bound procedure is the same as in Algorithm 2 albeit with lines 2 and 3 modified
to use Theorem 20 and (8), respectively. Solving the two subproblems in line 3 can be done
independently, and in a parallel fashion, to enhance computational efficiency and scalability.

6. Simulation Results

In this section, we experimentally corroborate the effectiveness of our proposed certification
methods. We first perform single-hidden layer LP branch-and-bound on moderately-sized
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benchmark datasets and find that our derived branching scheme beats the current state-
of-the-art. We then compute the SDP and branched SDP, and compare to the LP results.
Next, we explore the effectiveness of branching on the LP and SDP as networks grow in size,
namely, as the number of inputs and the number of layers independently increase. Finally,
we compare our multi-layer LP branching heuristic to the state-of-the-art on large-scale cer-
tification problems from the «, B-CROWN benchmarks and VNN competition benchmarks
(Wang et al., 2021; Bak et al., 2021). The experiments in Sections 6.1, 6.2, and 6.3 are
performed on a standard laptop computer using Tensorflow 2.5 in Python 3.9. Training
of networks is done using the Adam optimizer (Kingma and Ba, 2015), and certifications
are performed using MOSEK in CVXPY (Diamond and Boyd, 2016). The experiments in
Section 6.4 are conducted on a desktop computer equipped with an Nvidia 4080 GPU, using
PyTorch 2.0.1 and Python 3.11.

6.1 Single-Hidden Layer LP Results

In this experiment, we consider classification networks trained on three datasets: the Wis-
consin breast cancer diagnosis dataset with (ng,n.) = (30,2) (Dua and Graff, 2017), the
MNIST handwritten digit dataset with (ng,n,) = (784,10) (LeCun, 1998), and the CIFAR-
10 image classification dataset with (ng,n,) = (3072,10) (Krizhevsky and Hinton, 2009).
The Wisconsin breast cancer dataset is characteristic of a real-world machine learning set-
ting in which robustness guarantees are crucial for safety; a misdiagnosis of breast cancer
may result in grave consequences for the patient under concern. Each neural network is
composed of an affine layer followed by a ReLLU hidden layer followed by another affine layer.
For each network, we consider 15 different nominal inputs  and corresponding uncertainty
sets X = {x € R™ : ||z — Z||oo < €}, where we choose a range of attack radii e. We also
perform a sweep over the number of branching steps to use in the branch-and-bound certifi-
cation scheme. Recall that a negative optimal objective value of the robustness certification
problem proves that no perturbation of z within X’ results in misclassification.

Figures 6, 7, and 8 display the percent of test inputs certified using the LP relaxation
with our branching method, as well as those certified using the state-of-the-art LP branching
method, filtered smart branching (FSB) (De Palma et al., 2021). FSB was used in the
a, -CROWN branch-and-bound scheme to win the 2021, 2022, and 2023 VNN-COMP
certification competitions (Wang et al., 2021; Bak et al., 2021; Miiller et al., 2022a; Brix
et al., 2023). We see that, for all three benchmarks and at all considered attack radii e and
number of branching steps, our LP branching method meets or exceeds the performance of
FSB; our method attains higher certification percentages in fewer branching steps and at
larger radii than FSB. At some radius-number of branches settings, we even see that our
LP branching scheme substantially increases the percentage certified by approximately 10%
(Wisconsin), 20% (MNIST), and 20% (CIFAR-10).

6.2 Single-Hidden Layer SDP Results

In this experiment, we consider the same single-hidden layer ReLLU neural network trained
on the Wisconsin breast cancer dataset as used in Section 6.1. We solve the branched
SDP using our proposed branching scheme from Theorem 20, where the same test data
and simulation parameters are used as with the LP in Section 6.1. The results are shown
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Figure 6: Percent certified on Wisconsin breast cancer diagnosis dataset using branching
on LP and SDP relaxations of single-hidden layer network.

in Figure 6. In comparing the SDP results to the LP results in Figure 6, we see that our
branched SDP achieves better certification percentages compared to both of the branched
LP approaches, up to around 20% better in some radius-number of branches settings. We
remark that Zhang (2020) provides theoretical guarantees for the tightness of the SDP
relaxation under some technical conditions. However, since we find a strict increase in the
certified percentages upon branching on the SDP, we conclude that such conditions for
exactness may not be satisfied in general by practical networks, indicating that branching
on the SDP may in fact be necessary in settings where high accuracy is the primary concern
at hand. As we will see in the next experiment, this certification enhancement via SDP
branching becomes even more substantial as the network depth increases. We now move
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Figure 7: Percent certified on MNIST dataset using branching on LP relaxation of single-
hidden layer network.

to this experiment, and propose a general rule of thumb for when LP, SDP, and their
branch-and-bound variants are best applied based on depth and width of the network.

6.3 Effectiveness as Network Grows

In this section, we perform two experiments to test the effectiveness of branching as the size
and structure of the network changes. First, we consider two-layer networks of structure
n, x 100 x5, where n, is the input dimension. For each input size n, € {5, 10, 20,40, 80, 100},
we generate one network with standard normal random weights, and another network with
uniformly distributed weights (where each element is distributed uniformly on the interval
[0,1]). The weights are normalized according to Assumption 17. For each network being
tested, we compute the LP, branched LP, SDP, and branched SDP relaxations at a fixed
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Figure 8: Percent certified on CIFAR-10 dataset using branching on LP relaxation of single-
hidden layer network.

nominal input Z using the input uncertainty set X = {x € R™ : ||z — Z||co < €} with
e = 0.5. The optimal values, corresponding computation times, and percentage improve-
ments induced by branching are reported in Table 2. The effectiveness of branching for
the LP remains relatively constant between 5 and 10 percent improvement, whereas the
branching appears to lose its efficacy on the SDP as the input size grows. As expected, the
two-part partitioned convex relaxations take twice as long to solve as their unpartitioned
counterparts. Note that, despite the fact that branching works better for the LP with wide
networks, the actual optimal value of the SDP-based certificates are always lower (tighter)
than the LP-based ones. This matches what is known in the literature: the SDP is a tighter
relaxation technique than the LP (Raghunathan et al., 2018). However, the computation
times of the SDP and branched SDP quickly increase as the network size increases, whereas
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the LP and branched LP computation times are seen to slowly increase. Indeed, SDP-based
certification is known to suffer from scalability issues in high-dimensional settings (Chiu and
Zhang, 2023). This limitation also applies to our branched SDP method as well. All of this
suggests the following: in the regime of shallow (i.e., one or two hidden layers) but very wide
networks, the branched LP should be used, since the branching remains effective in tight-
ening the relaxation, yet the method is scalable to large networks where the SDP cannot
be feasibly applied.

In the second simulation of this section, we analyze the effectiveness of branching as the
depth of the network increases. In particular, we consider networks with normal random
weights having 5 inputs and 5 outputs, and each intermediate layer having 10 neurons.
We run the experiment on networks having 1 through 6 such intermediate layers. Recall
that our LP branching scheme was derived for single-hidden layer networks. Therefore, we
heuristically extend our LP branching scheme to multi-layer networks using the technique
proposed in Algorithm 1. Unlike the branched LP, the SDP branching scheme given in
Theorem 20 can directly be applied to deep networks, without the need to use surrogate
parameters or other intermediate steps to compute the partition. We compute the LP,
branched LP, SDP, and branched SDP on the networks at hand and report the objective
values and computation times in Table 3. In this simulation, we see a stark contrast to the
results in Table 2. Specifically, the percentage improvement induced by branching on the LP
reduces quickly to nearly zero percent for networks with 3 or more intermediate 10-neuron
hidden layers. Indeed, this is one fundamental drawback behind the LP relaxation: the
convex upper envelope is used independently at every neuron, so the relaxation error quickly
compounds as the network becomes deeper. On the other hand, the SDP relaxation takes
into account the coupling between the layers of the network. This theoretical advantage
is demonstrated empirically, as the percentage improvement gained by the branched SDP
hovers around 10% even for the deep networks tested here. Moreover, note how the SDP
computation time remains relatively close to that of the LP, unlike the rapid increase in
computation time seen when increasing the input size. This behavior suggests the following:
in the regime of deep but relatively narrow networks, the branched SDP should be used,
since the branching is effective in tightening the relaxation, yet the computational cost
grows relatively slowly as more layers are added (compared to the case where more inputs
are added).

6.4 Large-Scale, Multi-Layer Certification Benchmarks

In this section, we compare LP branch-and-bound with our multi-layer branching heuristic
(Algorithm 1) to the state-of-the-art deep neural network verifier, o, 5-CROWN with k-
FSB branching (a slight variant of filtered smart branching, introduced in De Palma et al.
(2021)). To implement our method, we embed our branching heuristic into the open-
source «, B-CROWN branch-and-bound verifier (Wang et al., 2021). We consider two image
classification certification benchmarks: 1) cifari0_resnet, a benchmark from the «, -
CROWN (Wang et al., 2021) repository that was used in VNN-COMP 2021 (Bak et al.,
2021), and 2) the cifar2020 benchmark from VNN-COMP 2022 (Miiller et al., 2022a).
These large-scale problems involve deep neural networks with multiple layers and complex
structures.
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Table 2: Varying input size n, for n; x 100 x 5 ReLU network. Optimal values and corre-
sponding computation times reported. B-LP and B-SDP correspond to branched
LP and branched SDP, respectively. %-LP and %-SDP represent the percentage
tightening of the optimal values obtained from branching.

(a) Normally distributed network weights.

Input size LP B-LP %-LP SDP B-SDP  %-SDP
126.93  117.92 7.10%  16.82 14.83 11.85%

g 0.71s 1.46s 104.18%  1.66s 3.33s  101.33%
10 187.57  176.19 6.07%  33.62 32.96 1.98%
0.77s 1.36s  76.13%  1.54s 3.16s 105.57%
20 386.49  364.53 5.68%  54.02 54.01 0.02%
0.71s 1.42s 100.49% 1.85s  4.31s 132.94%
40 874.70  864.56 1.16% 104.90 104.38 0.49%
1.27s 2.68s 110.93%  4.79s 9.33s  95.01%
30 1591.41 1496.23 5.98% 310.37 310.31 0.02%
1.76s 297s  69.00% 9.81s 17.87s 82.11%
100 2184.94 2175.87 0.42% 383.63 383.50 0.03%

0.78s 1.84s 136.93% 5.02s 10.52s 109.46%

(b) Uniformly distributed network weights.

Input size LP B-LP %-LP SDP B-SDP  %-SDP
11.65 10.69 8.31% 5.95 5.74 3.44%

g 0.65s 1.36s 109.54%  1.39s 2.20s  58.32%
10 34.13 34.13 0.00% 12.61 11.92 5.47%
0.68s 1.36s 101.35%  1.32s 2.48s  87.45%
20 83.74  83.02 0.86%  19.20 19.00 1.06%
0.67s 1.40s 106.88%  1.31s 2.85s 118.39%
A0 141.37 133.30 5.71%  25.89 25.69 0.74%
0.69s 1.43s 106.67%  1.63s 3.23s  97.62%
30 260.80 242.19 7.14%  21.86 21.68 0.84%
0.71s  1.42s  99.25%  2.82s 5.44s  92.97%
100 400.73  387.24 3.37% 102.87 102.35 0.51%

0.74s 1.56s 111.10%  3.33s 6.89s 106.64%

Table 4 shows that our method yields performance comparable to that of the baseline
a, B-CROWN with k-FSB branching. We remark that the differences in computation time
are negligible. Indeed, the implementation of either branching heuristic only requires the
computation of the preactivation bounds I/*!, ul¥l and an evaluation of a simple branching
score function at each neuron (with £-FSB depending on one additional backwards pass
through an auxiliary variable that our method does not require). Overall, our experiments

44



TOWARDS OPTIMAL BRANCHING FOR NEURAL NETWORK ROBUSTNESS CERTIFICATION

Table 3: Varying number of hidden layers for a 5 x 10 x 10 x --- x 10 x 5 ReL U network

with normal random weights.

Optimal values and corresponding computation

times reported. B-LP and B-SDP correspond to branched LP and branched SDP,
respectively. %-LP and %-SDP represent the percentage tightening of the optimal
values obtained from branching.

Layers LP B-LP %-LP SDP B-SDP  %-SDP
1 10.16 7.03  30.79% 4.70 4.65 1.12%
0.59s 1.21s  105.06% 0.68s 1.29s  91.17%
9 46.29 44.89 3.03% 2.42 1.94 19.94%
0.62s 1.21s  93.07% 0.71s 1.49s 108.81%
3 626.96 626.96 0.00% 36.29 34.36 5.31%
0.61s 1.29s 110.86% 0.72s 1.47s  103.32%
4 5229.32 5229.32 0.00% 179.79  167.34 6.93%
0.65s 1.29s  97.47% 0.99s 1.88s  89.81%
5 3762591  37625.86 0.00%  628.78 561.60 10.68%
0.69s 1.34s  94.59% 1.13s 2.04s  80.35%
6 326743.55 326743.34 0.00% 3245.41 3050.69 6.00%
0.75s 1.35s  79.44% 1.19s 2.35s  98.01%

suggest that LP branching scheme outperforms the state-of-the-art on small-to-moderately-
sized single-hidden layer certification problems, and achieves comparable performance in
large-scale deep neural network certification problems.

Table 4: Our multi-layer branching heuristic versus k-FSB branching in «, 5-CROWN
branch-and-bound verifier. Benchmarks include (a) cifar10_resnet, a residual
neural network with 2 residual blocks, 5 convolutional layers, and 2 fully connected
affine layers, and (b) cifar2020, a 4-layer ReLLU network with 2 convolutional
layers and 2 fully connected affine layers. The reported “Accuracy” is the ratio
between the number of test inputs that are successfully certified and the total
number of test inputs. “Time” is the average certification time per test input.

(a) cifar10_resnet

(b) cifar2020

Method Accuracy Time (seconds)

Method Accuracy Time (seconds)

Our LP
k-FSB

30/56
30/56

56.99
53.12

Our LP
k-FSB

60,72
61,72

28.40
33.11
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7. Conclusions

In this paper, we propose intelligently designed closed-form branching schemes for linear
programming (LP) and semidefinite programming (SDP) robustness certification methods
of ReLLU neural networks. The branching schemes are derived by minimizing the worst-case
error induced by the corresponding convex relaxations on single-hidden layer networks,
which is theoretically justified by showing that minimizing the true relaxation error is NP-
hard. The proposed techniques are experimentally substantiated on benchmark datasets by
demonstrating significant reduction in relaxation error for moderately-sized single-hidden
layer models, and performance on par with the state-of-the-art on large-scale, deep models.
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Appendix A. Proof of Proposition 3
Proof Assume that ¢*(X) > max;cq 2 . gﬁip(?((j)). Then,

(X)) > ¢tp(XY)) for all j € {1,2,...,p}. (43)

Let (z*,z*) denote an optimal solution to the unrelaxed problem (2), i.e., z* € X, z* =
f(z*), and

el 2 = ¢*(X). (44)
Since U?zl)((j) = X, there exists j* € {1,2,...,p} such that z* € XU"). Since 2* € xXU")

and z* = f(z*), it holds that (z*, 2*) € ./\/}g), where Nﬁg) is the relaxed network constraint
set defined by XU"). Therefore,

ez <sup{c'z:xe XU, (2,2) € NL({:)} = ¢ip(XU)) < 9*(X),
where the first inequality comes from the feasibility of (x*, z*) over the j* subproblem and

the final inequality is due to (43). This contradicts the optimality of (z*, z*) given in (44).
Hence, (9) must hold. [ |

Appendix B. Proof of Proposition 4

Proof Let j € {1,2,...,p}. It will be shown that N}E{D) C Npp. Let (z,2) € /\/}E{D) Define
W =u, ! =10, and

g(z) =uo Wz —1) @ (u-1),
oWz —=1)o W -1).

46



TOWARDS OPTIMAL BRANCHING FOR NEURAL NETWORK ROBUSTNESS CERTIFICATION

Then, by letting Ag(z) = g(z) — ¢'(z) = a © (Wz) + b, where

a=uo(u—10)—do@W-1),
b=voloW -I)-—uelo(u-1),

the following relations are derived for all i € {1,2,...,n,}:
= inf A i 2 inf 24 b);
5 {le’Sllal/a:Su’} 9(@)); = {ézlllgrlégu,}(a ©®z+0b)

ail; + bi if a; > 0,

{22l <2 <ul} aiu; +0b; ifa; <O.

= inf (aiéi + bz) = {
In the case that a; > 0, we have that

i : 1! ili i
ngailg—i-bz‘:( = —u,u_z )l;—i—( b/ S >= “ (Ii —1;) >0,

U; — li l; u’z — l; U; — li U; — li

where the final inequality comes from the fact that uw > 0, "’ > [, and u > [. On the other
hand, if a; < 0, it holds that

U ul ull! u;l;
> aul + b = L ! u, + it 2
Jo= @ T =\ = w =) T\ - w1

3 3

/
Us / ’ ui—u,;
= w; — ;) —u; = ;>0
ui—li(z Z) ! ui—lil_ ’

where the final inequality comes from the fact that v’ < u, [ <0, and u > [. Therefore,
9" =(91.93,--,9n.) = 0,

which implies that Ag(x) = g(z) — ¢'(z) > 0 for all z such that V) =1’ < Wz < ' = ul),

Hence, since (z,z) € ./\/'IEQ, it holds that z > 0, z > Wz, and
2<g (@) <glx)=ue Wz 1) (u-—1).

Therefore, we have that (z,z) € NLp.

Since XU) C X (by definition) and NIEJP) C NLp, it holds that the solution to the problem
over the smaller feasible set gives a lower bound to the original solution: qfsfp(./\f (j)) <
q@iP(X ). Finally, since j was chosen arbitrarily, this implies the desired inequality (10). H

Appendix C. Proof of Proposition 10

Proof We prove the result by reducing an arbitrary instance of the Min-/C-Union problem
to an instance of the optimal partitioning problem (29). The proof is broken down into
steps. In Step 1, we introduce the Min-K-Union problem. We then construct a specific
neural network based on the parameters of the Min-/C-Union problem in Step 2. In Step
3, we construct the solution to the partitioned LP relaxation for our neural network in the
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case that the partition is performed along all input coordinates. In Step 4, we construct
the solution to the partitioned LP relaxation in the case that only a subset of the input
coordinates are partitioned. Finally, in Step 5, we show that the solution to the Min-C-
Union problem can be constructed from the solution to the optimal partitioning problem,
i.e., by finding the best subset of coordinates to partition along in the fourth step. As a
consequence, we show that optimal partitioning is NP-hard.

Step 1: Arbitrary Min-X-Union Problem. Suppose that we are given an arbitrary
instance of the Min-/C-Union problem, i.e., a finite number of finite sets S1,Ss,...,S, and a
positive integer K < n. Since each set §; is finite, the set U;‘L:1 §; is finite with cardinality

m = ‘U?:j Sj
and the set {1,2,...,m}. Hence, without loss of generality, we assume S; C N for all
j € {1,2,...,n} such that U?:1 S; = {1,2,...,m}. In this Min-K-Union problem, the

objective is to find K sets S;,,Sj,,...,S;. among the collection of n given sets such that

€ N. Therefore, there exists a bijection between the elements of U?Zl S;

‘Ule Sjl.’ is minimized over all choices of K sets. In what follows, we show that the solution
to this problem can be computed by solving a particular instance of the optimal partitioning
problem (29).

Step 2: Neural Network Construction. Consider a 3-layer ReLU network, where
20 21 ¢ R™ and 2@, 2B € R™. Let the weight vector on the output be ¢ = 1,,. Take
the input uncertainty set to be X = [—-1,1]". Let W% = I,, and W? = I,,. In addition,
construct the weight matrix on the first layer to be W € R™*" such that

W,[.l] _ {1 ifi €S,

1. .
J 0 otherwise.

We remark that, since all entries of ¢ = 1,,,, Wl = 1, Wl and W& = I,,, are nonnegative,
the optimal value of the unrelaxed certification problem (25) is ¢*(X) = 1.} Wll1,,.

To finish defining the network and its associated LP relaxations, we must specify the
preactivation bounds at each layer. Since all weights of the neural network are nonnegative,
the largest preactivation at each layer is attained when the input is zl% = 1,,, the element-
wise maximum vector in X'. The preactivations corresponding to this input are sl = 1,,
22 = w1, and 2B = W1, Therefore, setting

ult = 21,
3
2] — 2y
U 5 w1,

5 1
Bl — Zyltlq 1
U 1 nt g m

we obtain valid preactivation upper bounds. Similarly, taking
LI L
for all k € {1,2, 3} defines valid preactivation lower bounds.

Step 3: Densely Partitioned LP Relaxation. With the network parameters
defined, we now consider the first variant of our partitioned LP relaxation. In particular,
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we consider the relaxation (28) where all coordinates of the first layer are partitioned. We
denote by ¢(X) the optimal objective value of this problem:

- ¥ (7"
(X) (X Prp (X7, (45)

where (;ASEP(X (1)) denotes the optimal objective value of

maximize ¢z

subject to 2% e X(jl),
gl > k] k€ {0,1,2},
z* 1 > o, ke {0,1,2},
2 < k1 o (W[k]x[k] _ l[k+1]) %) (u[k+1] _ l“””), ke {0,1,2},
2 = ReLU(W 0100,

This problem serves as a baseline; this is the tightest LP relaxation of the certification
problem among all those with partitioning along the input coordinates. (Recall that the
final equality constraint in (46) is linear over the restricted feasible set X'U").)

We will now show that an optimal solution = (z!%, z[, 22, z13]) of the partitioned LP
defined by (45) and (46) can be taken to satisfy

5 1
2B — il 4+ 1
A TR

To see this, note that since all weights of the network and optimization (45) are nonnegative,
the optimal activations Z will be as large as possible in all coordinates and at all layers.
Therefore, since the input is constrained to X = [—1,1]", the optimal input for (45) is
zl% = 1,,. Since the ReLU constraint in (46) is exact, this implies that the optimal activation
over this part at the first layer is

W = ReLUW Iz = ReLU(1,,) = 1,,.

Now, for the second layer, the activation attains its upper bound. Since w2l = & =
%W[l] 1,, this implies that
z2 = o (W[l}j[ll _ 1[2]) %) (um _ Z[Q])
=4 (W[l}f[ll + u[2]) %) (gu[2])

%(ijm +ul2)

1 3
= (1] bl v vl

! (i, )

5
= “wily,,.
4
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Similarly, for the third layer, we find that the optimal activation attains its upper bound
as well. Since ul¥l = —B = %W[I] 1, + %1m and W = I,,, this gives that

8 = 8 @ (WRIZR) _ By o (8 _ 03]

— u[3] ® (E[Q] + u[3]) %) (2u[3]>
%(jm +uld))

1/5 5 1
= - (Zwhlt, + 2wl + 21

= Zw[lhn + 11—61m,
as claimed in (3). It is easily verified that Z as computed above satisfies all constraints of
the problem (46) over the part of the partition containing z[*) = 1,,.

Step 4: Sparsely Partitioned LP Relaxation. @ We now introduce the second
variant of the partitioned LP relaxation. In particular, let 7, C {1,2,...,n} be an index
set such that |J,| = n, = n — K. Denote the complement of 7, by Ty = {1,2,....,n}\ Jp.
We consider the partitioned LP defined in (28), which partitions along each coordinate in
the index set J,. The optimal value of this problem is denoted by qzﬁ}p(é\,’ ), and we denote
an optimal solution by & = (;%[0},:%[1],;%[2},:%[3]). We will compute & in three steps.

Step 4.1: Upper Bounding the Solution. We start by upper bounding the final
layer activation of the solution. In particular, we claim that the optimal solution Z satisfies

1
Bl <t =Pl - — 14 47
o < u gz (47)
where 7 = Ujej; S; €{1,2,...,m} and Z¢ = {1,2,...,m} \ Z. Since Bl = B — T161m’
the bound (47) is equivalent to
B ..
.[3] Ju ifi e,
o <t; = 48
e {zf’] if i € I¢, (48)
for all i € {1,2,...,m}. We now prove the element-wise representation of the bound, (48).

First, by the feasibility of & and the definitions of u®,1B], it must hold for all i €
{1,2,...,m} that

9 < BT ) = LT

and also that
.f?] > w[2]T.’i'[2].

%

Combining these inequalities, we find that 213 < %(35[-3] + u?]), or, equivalently, that

7 7

9 <o,
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This bound holds for all ¢ € {1,2,...,m}, and therefore it also holds for ¢ € Z. This proves
the first case in the bound (48).

We now prove the second case of the claimed upper bound. For this case, suppose i ¢ Z.
Then i ¢ S; for all j € J7, which implies that

1 _ : c
Wit =0for all j € J,
by the definition of W, Therefore,
1]T ;10— ZW (1] [1] Z W) (1] [1] Z W[l . Z W[ll [} _
JETS JE€ETp Jj€Tp

Now, note that for j € J,, the j% coordinate of the input is being partitioned, and therefore
the optimal solution must satisfy

! = ReLU(w!"" #%) = ReLU(e] %) = ReLU(2") < 1,

since icg-o] € [-1,1]. Therefore,

w3 < S Wl <ZW[” — w1,

NSNS

It follows from the feasibility of Z and the definitions of u[?, 2 that

o
KRR i

1 (1] [1} 5 ] [2]
< . = . =
<wZ 1, —|— 1, w;, " 1, =

T3l 1) = Sl Ta o)

where T is the solution computed for the densely partitioned LP relaxation in Step 3.
Therefore, we conclude that for all ¢ ¢ Z, it holds that
(3]
i‘gg] < u;

(3]
(27T ~[2] _ ;3] Y (2T _[2] _ 4[3]
<5 1[3]( 221 _ 1 I —— zl2l — 1Y) =

28,
MO (i B

by our previous construction of Z3/. Thus, we have proven the second case in (48) holds.
Hence, the claimed bound (47) holds.

Step 4.2: Feasibility of Upper Bound. Let us define z = (2%, 21 22 zB]) a
point in R™ x R™ x R™ x R™, by

) 1 1
o] — (1] — e 2 _ Bl = B — Bl —
Tt =1,, T —1]p+41jp¢7 T =u 811c, T =u 1611c.

Note that 23 equals the upper bound ¢ = (t1,t2,...,tm). We now show that z is feasible
for the partitioned LP defined by (27) and (28).
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First, the input uncertainty constraint is satisfied, since zl% = 1,, ¢ X (@) C X for some
part XU, Next, the relaxed ReLU constraints at the first layer are satisfied, since

2 = 17, + 21‘7"0 >0, (Layer 1 lower bound.)
1
2 — w0l = lepc >0, (Layer 1 lower bound.)
1 1
2 — o (gl — iy o (o) — [y = _iljp — lepc < 0. (Layer 1 upper bound.)

The relaxed ReLU constraints are also satisfied in the second layer, since

1
22 = ZVV[” 1, + §1I > 0, (Layer 2 lower bound.)
1 1
22y — me[l}ljp + élz >0, (Layer 2 lower bound.)

o — @ o wllghl — B o (P — 2y = %(11 _ Wmljpc) <0.
(Layer 2 upper bound.)

The final inequality above follows from the fact that either (17); = 0 or (17); = 1. For
coordinates ¢ such that (17); = 0, the inequality obviously holds. For coordinates i such
that (1z); = 1, we know that 7 € Z, implying that i € S; for some j € J7. This in turn
implies that Wi[jl} =1 for some j € J7, and therefore w,L[l]lepc = Z]ejc W[l] >1=(17);.

Continuing to check feasibility of x, the relaxed ReLLU constraints in the final layer are
also satisfied:

213 = me 1, + %Ln + 1i611 >0, (Layer 3 lower bound.)
2B — Wl = 161IC >0, (Layer 3 lower bound.)
2B — Bl o (wllzl — 1Bl o (BB — By = 0 < 0. (Layer 3 upper bound.)

Hence, the relaxed ReLU constraints are satisfied at all layers. The only remaining con-
straints to verify are the exact ReLU constraints for the partitioned input indices J,. Indeed,
for all j € J,, we have that

)
il = ReLUW 2, = (14,); + 1(17g); = ReLU(1,); = 14+0—1=0.

Hence, the ReLU equality constraint is satisfied for all input coordinates in J,. Therefore,
our proposed point x is feasible for (28).

Step 4.3: Solution to Sparsely Partitioned LP. As shown in the previous step, the
proposed point z = ([, 21, 221 2B]) is feasible for the partitioned LP defined by (27) and
(28). Recall from the upper bound (47) that our solution & = (z[%, #1, £ zBl) satisfies
#B) < t. The objective value of the feasible point z gives that

¢ bl = ix[g] = Zm:tz‘ > zm: =¢7, (X
i=1 i=1 i—1
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Since (bf}P (X) is the maximum value of the objective for all feasible points, it must be that

ezl = qﬁ}p(?( ). Hence, the point x is an optimal solution to (28). Therefore, we can write
the final activation of our optimal solution & to (28) as

1
(3] R € | . P
t=u T 17 (49)

2B = gl

Step 5: Min-/C-Union from Optimal Partition. With the solutions constructed in
Steps 3 and 4, we compute the difference in the objective values between the two partitioned
LP relaxations:

¢ (X) = (X)) =T abl — Tzl = T <u[3} - %6116 - ZWW 1, — 1161’”)
- %CHI: 116;1 = %m = % jgﬁsj :
Therefore,
U si| =16 (<Z>’3p(?€) - <5(X)) : (50)

JETS

which holds for all partition index sets J, C {1,2,...,n} such that |J,| =n, =n — K.
Now, let J; be an optimal partition, i.e., a solution to (29) with our specified neu-

ral network parameters. Then, by (50), we have ‘Uje(j;)c Sj’ = 16 (gf)}; (x)— &(X)) <

16 (%(2{) - &(X)) - ‘Uje 7 Sj) for all 7, with | J,| = n,,. Since this holds for all 7¢ with
| 75| = n—mny, = K, this shows that the set (J,7)¢ is an optimal solution to the Min-AC-Union
problem specified at the beginning of the proof. Now, suppose the optimal partitioning
problem in (29) could be solved for J in polynomial time. Then the optimal solution
(J,)¢ to the Min-K-Union problem is also computable in polynomial time. Since this holds
for an arbitrary instance of the Min-K-Union problem, this implies that the Min-K-Union
problem is polynomially solvable in general, which is a contradiction. Therefore, the prob-
lem (29) is NP-hard in general. [ ]

Appendix D. Proof of Proposition 11

Proof Let j € {1,2,...,p}. From the definition of the partition, it holds that XU) C X.
What remains to be shown is that NS({))P C Nspp.-
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Let P € ./\/é]j))P. Define o/ = u) and I’ = 1Y), Since P € J\/S%)P, it follows that

P, >0,
P, > WPy,
diag(P:.) = diag(W Fr),
diag(Pp) < (' +u) o P, — 1" 0/,
P =1,
P = 0.

To show that P € Ngpp, we should show that the above expressions imply that diag(Py,) <
(l+u)® P, — 1l ®u. To do so, define Al; > 0 and Au; > 0 such that I} = [; + Al; and
w, = u; — Au; for all i € {1,2,...,n,}. Then we find that

("+u)Yo P =T ou) = (I +uj)(Py)i — liu;
= (i +u;)(Pr)i — Liv; + (Al — Aug)(Pr);
— (Alju; — Augl; — AuAly)
= (([4+u)© P, =l O u); + (Al; — Au;)(Pr);
— (Alju; — Augl; — AuAly)
=((l+u) O P, —1lOu); + A

where A; = (Al; — Au;) (Pr)i — (Alju; — Au;l; — Au; Al;). Therefore, it suffices to prove that
A; <0 for all i. Since —l;u; > —lju) by definition, it holds that Alju; — Au;l; — Au; Al; > 0.

Thus, when (Al; — Aw;)(Py); < 0, it holds that A; < 0, as desired. On the other hand,
suppose that (Al; — Au;)(Py); > 0. Then we find two cases:

1. (Al; — Au;) > 0 and (P;); > 0. In this case, the maximum value of (Al; — Aw;)(Py);
is (Al; — Au;)uj. Therefore, the maximum value of A; is
= — Augul + Aul;.

Both of the two final terms are nonpositive, and therefore A; < 0.

2. (Al; — Au;) <0 and (P;); <0. In this case, the maximum value of (Al; — Aw;)(Py);
is (Al; — Au;)l. Therefore, the maximum value of A; is

Az’ = (Alz — Auz)l; — (Alzuz — Au,;li — AulAlz)
= — Ay Al + Au; Al + Alzl; — Alju;
= Alzl; — Allul

Both of the two final terms are nonpositive, and therefore A; < 0.
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Hence, we find that (' +v) O P, —l'ou < (I+u) ® P, —l®u for all P € NS(QP, proving
that P € Ngpp, and therefore NS%)P C Nspp.
Since XU C X and j\/’s(]g)P C Nspp, it holds that the solution to the problem over the

smaller feasible set lower bounds the original solution: <Z>§DP(X @) < gZ)’éDP(X ). Finally,
since j was chosen arbitrarily, this implies the desired inequality (31). |

Appendix E. Proof of Lemma 18

Proof Let 4,5 € {1,2,...,n}. Since P is positive semidefinite, the 2"d-order principal
minor Pj; Pj; — Pf] is nonnegative, and therefore

|Pij| </ PiiPjj. (51)
Furthermore, by the basic inequality that 2ab < a? + b? for all a,b € R, we have that

V/PiPjj < 3(Pii + Pj;). Substituting this inequality into (51) gives the desired bound. M
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